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Chapter 1 Copyrights and Notices

© 2010-2024 Real-Time Innovations, Inc. All rights reserved. Apr 04, 2024

Trademarks

RTI, Real-Time Innovations, Connext, NDDS, the RTI logo, 1RTI and the phrase, “Your Systems. Working
as one.” are registered trademarks, trademarks or service marks of Real-Time Innovations, Inc. All other
trademarks belong to their respective owners.

Copy and Use Restrictions

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form (including
electronic, mechanical, photocopy, and facsimile) without the prior written permission of Real-Time Innova-
tions, Inc. The software described in this document is furnished solely under and subject to RTI’s standard
terms and conditions available at https://www.rti.com/terms and in accordance with your License Acknowl-
edgement Certificate (LAC) and Maintenance and Support Certificate (MSC), except to the extent otherwise
accepted in writing by a corporate officer of RTL.

This is an independent publication and is neither affiliated with, nor authorized, sponsored, or approved by,
Microsoft Corporation.

The security features of this product include software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/). This product includes cryptographic software written by Eric
Young (eay@cryptsoft.com). This product includes software written by Tim Hudson (tjh@cryptsoft.com).

Notices

Deprecations and Removals

Any deprecations or removals noted in this document serve as notice under the Real-Time Innovations, Inc.
Maintenance Policy #4220 and/or any other agreements by and between RTI and customer regarding mainte-
nance and support of RTT’s software.

Deprecated means that the item is still supported in the release, but will be removed in a future release. Removed
means that the item is discontinued or no longer supported. By specifying that an item is deprecated in a release,
RTTI hereby provides customer notice that RTI reserves the right after one year from the date of such release and,
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with or without further notice, to immediately terminate maintenance (including without limitation, providing
updates and upgrades) for the item, and no longer support the item, in a future release.

Technical Support Real-Time Innovations, Inc. 232 E. Java Drive Sunnyvale, CA 94089 Phone: (408)
990-7444 Email: support@rti.com Website: https://support.rti.com/



mailto:support@rti.com
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Chapter 2 Supported Platforms

See Supported Platforms, in the RTI Connext Core Libraries Release Notes.

Note: TLS Support, which is included with some RTI purchases, must be downloaded and installed separately.
See the TLS Support Installation Guide.



https://community.rti.com/static/documentation/connext-dds/7.3.0/doc/manuals/connext_dds_professional/transports/tls_support/installation_guide/RTI_TLS_Support_InstallationGuide.pdf

Chapter 3 Compatibility

TLS Support is designed for use with the TCP transport that is included with RTI Connext. If you choose to use
TLS Support, it must be installed on top of an existing Connext installation with the same version number. It
can only be used on architectures that support the TCP transport (see the Core Libraries Platform Notes).

TLS Support 7.3.0 is API-compatible with OpenSSL versions 3.0.0 through 3.0.12, not with versions earlier
than OpenSSL 3.0.0. Note that TLS Support 7.3.0 has only been tested by RTI using OpenSSL 3.0.12. If you
need TLS Support 7.3.0 to run against older versions of OpenSSL, please contact support@rti.com.

For instructions on installing the latest version of OpenSSL, see the TLS Support Installation Guide.

TLS Support 7.3.0 uses TLS 1.3. When communicating with TLS Support 6.0.0 or below, TLS Support 7.3.0
uses TLS 1.1.

If you are upgrading from OpenSSL® 1.0.1 to OpenSSL 1.0.2 or above: The number of bits of any
Diffie-Hellman (DH) parameters must now be at least 1024 (see https://www.openssl.org/blog/blog/2015/05/
20/logjam-freak-upcoming-changes/). Therefore, if you are using the property tls.cipher.dh_param_files
and there is a DH parameter file that has fewer than 1024 bits, you must regenerate the file with at least 1024
bits.

For backward-compatibility information between this and previous releases, see the Migration Guide on the
RTI Community Portal (https://community.rti.com/documentation).
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Chapter 4 What’'s New in 7.3.0 LTS

TLS Support 7.3.0 LTS is a long-term support release that is built upon and combines all of the features in
releases 7.0.0, 7.1.0, and 7.2.0 (see Previous Releases). See the Connext Releases page on the RTI website for
more information on RTT’s software release model.

4.1 Upgraded OpenSSL to version 3.0.12

The following third-party software used by the 7LS Support has been upgraded:

Third-Party Tool | Old Version | New Version
OpenSSL 3.09 3.0.12

In addition to the upgrade, the OpenSSL target packages for Android, Linux, and Windows now include the
FIPS module configuration file and provider library (the packages were built using the enable-fips op-
tion and make install_fips command described in this OpenSSL README file). You can use the
fipsmodule.cnf and fips_3_0.so (Android), fips.so (Linux), or fips.d1l1l (Windows) files to
validate that TLS Support works with the FIPS provider. Keep in mind that, according to openssl.org, the latest
FIPS-validated OpenSSL version is 3.0.8.

In this release, TLS Support is only available as a set of nddstls libraries built against OpenSSL 3.0.12 (which
is supported until September, 2026).
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Chapter 5 What’s Fixed in 7.3.0

[Critical]: System-stopping issue, such as a crash or data loss. [Major]: Significant issue with no easy
workaround. [Minor]: Issue that usually has a workaround. [Trivial]: Small issue, such as a typo in a log.

5.1 [Critical] Potential Crash on Windows when using OpenSSL due
to a vulnerability in OpenSSL

TLS Support had a third-party dependency on OpenSSL, which is known to be affected by a number of publicly
disclosed vulnerabilities.

These vulnerabilities have been fixed by upgrading OpenSSL to version 3.0.12. See Upgraded OpenSSL to
version 3.0.12 for more details.

5.1.1 User Impact without Security

The impact on Connext applications of using the previous version was as follows:

» Exploitable by triggering the calculation of a POLY 1305 MAC (message authentication code) of data
larger than 64 bytes on a Windows 64 platform when running on newer X86_64 processors supporting
the AVX512-IFMA instructions.

* The application could crash or fall under the complete control of the attacker.

CVSS Base Score: 7.8 HIGH
CVSS v3.1 Vector: AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H

5.1.2 User Impact with Security

Same as “User Impact without Security.”

[RTI Issue ID COREPLG-721]
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Chapter 6 Previous Releases

6.1 What’s New in 7.2.0

6.1.1 Upgraded OpenSSL to version 3.0.9 and removed OpenSSL 1.1.1 support
TLS Support 7.2.0 supports the latest LTS version of OpenSSL (OpenSSL 3.0.9). In this release, TLS Support

is only available as a set of nddstls libraries built against OpenSSL 3.0.9 (which is supported until September,
2026). The support of OpenSSL 1.1.1 has been removed, because it is end-of-life in September, 2023.

See also Compatibility.

6.2 What'’s Fixed in 7.2.0

[Critical]: System-stopping issue, such as a crash or data loss. [Major]: Significant issue with no easy
workaround. [Minor]: Issue that usually has a workaround. [Trivial]: Small issue, such as a typo in a log.

6.2.1 [Trivial] TLS Support FATAL verbosity not enacted when set for TCP trans-
port

A bug caused FATAL errors not to be logged in TLS Support for the TCP transport, even if you set a FATAL

verbosity for the transport using the security_logging_verbosity_bitmap property. This problem
has been fixed.

[RTI Issue ID COREPLG-627]

6.3 What’'s New in 7.1.0

6.3.1 Upgrade OpenSSL to versions 1.1.1t and 3.0.8

The following third-party software used by TLS Support has been upgraded:

Third-Party Tool | Old Version | New Version
OpenSSL I.1.1n 1.1.1t 3.0.8
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TLS Support now supports the latest LTS version of OpenSSL (OpenSSL 3.0). In this release, TLS Support is
available as both a set of nddstls libraries built against OpenSSL 1.1.1t (supported until September 2023) and
a set of nddstls libraries built against OpenSSL 3.0.8 (supported until September 2026).

See Compatibility. See also the Migration Guide on the RTI Community Portal (https://community.rti.com/
documentation).

6.3.2 TLS Support now included with Connext Secure and Connext Anywhere

In release 7.1.0, RTI TLS Support is now included with the purchase of the Connext Secure and Connext Any-
where bundles. It is still installed separately. See the RTI TLS Support Installation Guide.

6.4 What’s Fixed in 7.1.0

[Critical]: System-stopping issue, such as a crash or data loss. [Major]: Significant issue with no easy
workaround. [Minor]: Issue that usually has a workaround. [Trivial]: Small issue, such as a typo in a log.

6.4.1 [Critical] Using dh_param_files Leaked Memory

Using the property t1s.cipher.dh_param_files leaked memory when deleting the DomainPartic-
ipant. A memory checking tool, such as valgrind, would have reported the leak in the OpenSSL function
PEM_read_bio_DHparams, which is called by the RTI function RTITLS_tmp_dhparam_call-
back. This problem only affected applications using OpenSSL 1.0.2 or applications communicating with
applications using OpenSSL 1.0.2. For example, 7LS Support 5.3 uses OpenSSL 1.0.2, but version 7.0.0 of
TLS Support could still communicate with version 5.3, so the leak could also happen in version 7.0.0.

This problem has been fixed; memory will no longer be leaked in this scenario. For example, if TLS Support
7.1.0 communicates with an application using OpenSSL 1.0.2, the leak will not occur.

[RTI Issue ID COREPLG-641]

6.4.2 [Minor] Failure to Load a String-Based Private Key Leaked Memory

If you set the property t1s.identity.private_key or tls.identity.rsa_private_key,
and you either specified a wrong or missing value for the property tls.identity.
private_key_password or specified a malformed private key, then memory would be leaked upon
DomainParticipant creation failure. A memory checking tool, such as valgrind, would report the leak in the
OpenSSL function BIO_new_mem_buf, which is called by the RTI function RTITLS_context_init.

This problem has been fixed. Memory will no longer be leaked in this scenario.

[RTI Issue ID COREPLG-643]

6.4. What's Fixed in 7.1.0 8
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6.4.3 Fixes Related to Vulnerabilities

[Critical] Potential eavesdropping when using OpenSSL 1.1.1 due to a vulnerability in
OpenSSL 1.1.1

TLS Support had a third-party dependency on OpenSSL 1.1.1, which is known to be affected by a number of
publicly disclosed vulnerabilities.

These vulnerabilities have been fixed by upgrading OpenSSL to the latest stable version, 1.1.1t. See Upgrade
OpenSSL to versions 1.1.1t and 3.0.8 for more details.

User Impact without Security

The impact on Connext applications of using the previous version was as follows:
» Exploitable by sending trial messages to a DDS Entity.
* The application’s confidential data could be decrypted by an attacker.
* CVSS Base Score: 5.9 MEDIUM
* CVSS v3.1 Vector: AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:N/A:N

User Impact with Security

Same impact as described in “User Impact without Security,” above.

[RTI Issue ID COREPLG-689]

6.5 What's Fixed in 7.0.0

[Critical]: System-stopping issue, such as a crash or data loss. [Major]: Significant issue with no easy
workaround. [Minor]: Issue that usually has a workaround. [Trivial]: Small issue, such as a typo in a log.

6.5.1 [Minor] Memory Leak when Running out of Memory

If either of the internal functions RTITLS_ConnectionEndpointFactoryTLSv4_createCon-
nectEndpoint () or RTITLS_ConnectionEndpointFactoryTLSv4_createAcceptEnd-
point () ran out of memory, connection creation would fail with a memory leak.

Here is one example set of error messages, along with a Valgrind™ result:

NDDS_Transport_TCPv4_Plugin_clientOpenControlConnection_connEA: !create.
—connection endpoint
NDDS_Transport_TCPv4_Plugin_clientOpenControlConnection_connEA:error.
—connecting to peer at 127.0.0.1:36025
NDDS_Transport_TCPv4_Plugin_clientOpenControlConnection_connEA:failed to.
< (re)connect client control connection

6.5. What's Fixed in 7.0.0 9
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NDDS_Transport_TCPv4_create_sendresource_srEA:failed to open client control.
—connection

==23757== 8,384 (6,280 direct, 2,104 indirect) bytes in 1 blocks are.
—~definitely lost in loss record 128 of 134

==23757== at Ox4C2FBOF: malloc (in /usr/lib/valgrind/vgpreload_memcheck-
—amd64-1inux.so)

==23757== by 0x13F366D: CRYPTO_malloc (mem.c:222)

==23757== by 0x13F36A0: CRYPTO_zalloc (mem.c:230)

==23757== by 0x1331070: SSL_new (ssl_lib.c:691)

==23757== by 0xCOFDE9: RTITLS_ConnectionEndpointFactoryTLSv4_
—createConnectEndpoint (TLSConnection.c:837)

==23757== by 0x6266F8: NDDS_Transport_TCPv4_Plugin_

—~clientOpenControlConnection_connEA (Tcpvé4.c:3321)
The leak would only happen if memory was already exhausted, so this problem did not lead to unbounded
memory growth.
This problem has been fixed. Those two functions will now fail without a memory leak.

[RTI Issue ID COREPLG-589]

6.5. What'’s Fixed in 7.0.0 10



Chapter 7 Known Issues

Note: For an updated list of critical known issues, see the Critical Issues List on the RTI Customer Portal.

7.1 Possible Valgrind still-reachable leaks when loading dynamic li-
braries

If you load any dynamic libraries, you may see “still reachable” memory leaks in “dlopen” and “dlclose”. These
leaks are a result of a bug in Valgrind (https://bugs.launchpad.net/ubuntu/+source/valgrind/+bug/1160352).

This issue affects the Core Libraries, SECURITY PLUGINS (RTI Security Plugins), and TLS Support.
[RTI Issue IDs CORE-9941, SEC-1026, and COREPLG-510]
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