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Chapter 1

Copyrights and Notices

© 2022-2024 Real-Time Innovations, Inc. All rights reserved. Sep 04, 2024

Trademarks

RTI, Real-Time Innovations, Connext, NDDS, the RTI logo, 1RTI and the phrase, “Your Systems. Working
as one.” are registered trademarks, trademarks or service marks of Real-Time Innovations, Inc. All other
trademarks belong to their respective owners.

Copy and Use Restrictions

No part of this publicationmay be reproduced, stored in a retrieval system, or transmitted in any form (including
electronic, mechanical, photocopy, and facsimile) without the prior written permission of Real-Time Innova-
tions, Inc. The software described in this document is furnished solely under and subject to RTI’s standard
terms and conditions available at https://www.rti.com/terms and in accordance with your License Acknowl-
edgement Certificate (LAC) and Maintenance and Support Certificate (MSC), except to the extent otherwise
accepted in writing by RTI.

This is an independent publication and is neither affiliated with, nor authorized, sponsored, or approved by,
Microsoft Corporation.

The security features of this product include software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/). This product includes cryptographic software written by Eric
Young (eay@cryptsoft.com). This product includes software written by Tim Hudson (tjh@cryptsoft.com).
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RTI Connext Whats New, Version 7.4.0

Notices

Early Access Software

“Real-Time Innovations, Inc. (“RTI”) licenses this Early Access release software (“Software”) to you subject
to your agreement to all of the following conditions:

(1) you may reproduce and execute the Software only for your internal business purposes, solely with other
RTI software licensed to you by RTI under applicable agreements by and between you and RTI, and
solely in a non-production environment;

(2) you acknowledge that the Software has not gone through all of RTI’s standard commercial testing, and
is not maintained by RTI’s support team;

(3) the Software is provided to you on an “AS IS” basis, and RTI disclaims, to the maximum extent permitted
by applicable law, all express and implied representations, warranties and guarantees, including without
limitation, the implied warranties of merchantability, fitness for a particular purpose, satisfactory quality,
and non-infringement of third party rights;

(4) any such suggestions or ideas you provide regarding the Software (collectively , “Feedback”), may be
used and exploited in any and every way by RTI (including without limitation, by granting sublicenses),
on a non-exclusive, perpetual, irrevocable, transferable, and worldwide basis, without any compensation,
without any obligation to report on such use, and without any other restriction or obligation to you; and

(5) TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENTWILL RTI
BE LIABLE TO YOU FOR ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL, EXEMPLARY
OR PUNITIVE OR CONSEQUENTIAL DAMAGES OF ANY KIND, OR FOR LOST PROFITS,
LOST DATA, LOST REPUTATION, OR COST OF COVER, REGARDLESS OF THE FORM OF
ACTION WHETHER IN CONTRACT, TORT (INCLUDING WITHOUT LIMITATION, NEGLI-
GENCE), STRICT PRODUCT LIABILITY OR OTHERWISE, WHETHER ARISING OUT OF OR
RELATING TO THE USE OR INABILITY TO USE THE SOFTWARE, EVEN IF RTI HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.”

Deprecations and Removals

Any deprecations or removals noted in this document serve as notice under the Real-Time Innovations, Inc.
Maintenance Policy #4220 and/or any other agreements by and between RTI and customer regarding mainte-
nance and support of RTI’s software.

Deprecatedmeans that the item is still supported in the release, but will be removed in a future release. Removed
means that the item is discontinued or no longer supported.

Technical Support Real-Time Innovations, Inc. 232 E. Java Drive Sunnyvale, CA 94089 Phone: (408)
990-7444 Email: support@rti.com Website: https://support.rti.com/
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Chapter 2

What’s New in 7.4.0 EAR

RTI® Connext® 7.4.0 is the first feature release in the Jackson Hole series of releases culminating in Jackson
Hole LTS in 2026. This release is marked as an Early Access Release (EAR), which means that customers can
use it in development, but not in production environments.

This document highlights changes since Connext 7.3.0 LTS. See the Connext Releases page on the RTI website
for more information on RTI’s software release model.

Note: For backward compatibility information between 7.4.0 and previous releases, see the Migration Guide
on the RTI Community Portal.
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Table 2.1: Key Features of Connext 7.4.0

Easily Send Data of Any Size without considering special QoS settings.

Default MTU Size for Real-Time WAN Transport is now 1400 bytes, removing the need to man-
ually adjust MTU sizes, to avoid IP fragmentation for most networks.

Productized Modern C++ RPC API includes service discovery, simplifying the development of
client-server architectures.

Streamlined Application Design in System Designer offers pre-defined templates to create projects
quickly, and uses categories and labels to help you discover QoS parameters more easily.

Granular Access Control and Security Permissions in Securıty Plugıns (RTI Security Plugins)
enable you to better manage access and permissions in large-scale, dynamically grouped appli-
cations by using participant partition-based access control, domain tags, and explicit identity
permissions.

Better Organized QoS categorizes QoS fields (as related to performance, latency, memory man-
agement, and so on) in the API Reference documentation, making it easier to find the QoS for
your use case.

Table 2.2: Additional Enhancements Available Since 7.3.0 LTS

Connext Chatbot. Free, AI-based support tool that helps you navigate documentation, understand
Connext features, generate sample code, and troubleshoot issues with Connext applications.

Learn and Get Started with Connext Features Faster. New developer resources page offers
self-contained, easy-to-follow tutorial modules that help you learn specific aspects of Connext
and prototype faster.

Containerized Connext Products. Container images in Docker™ Hub are now available for most
Connext components.

Install Connext Using Debian Packages. This new feature enables seamless integration with ex-
isting Linux based deployment tools and workflows.

For details about additional features and fixes in this release, see the release notes for a specific product:

• RTI Connext Core Libraries

• RTI Security Plugins

• RTI Admin Console

• RTI System Designer

• RTI Observability Framework

• RTI Code Generator

• RTI Routing Service
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• RTI Cloud Discovery Service

• RTI Real-Time WAN Transport

• RTI Recording Service

• RTI Persistence Service

• RTI Web Integration Service

• RTI Launcher

• RTI DDS Spy

• RTI DDS Ping

• RTI Monitor

• RTI Shapes Demo

• RTI TLS Support

2.1 Easily Send Data of Any Size

Previously, to reliably send data using DDS fragmentation (data whose serialized size exceeds the configured
transport maximum message size), it was necessary to enable Asynchronous Publish Mode on the DataWriter.
In this release, setting asynchronous publishing for reliable data fragmentation transmissions is no longer re-
quired. You can now send data of any size without needing any special QoS settings for yourDataWriter’s
Publish Mode, based on your Reliability configuration.

Related to this change, RTI updated settings such as nack_suppression_duration, min/max
nack_response_delay, and max_bytes_per_nack_response to now also apply to Negative
Fragment Acknowledgments (NACK_FRAGs) to better manage missing data fragment repair traffic for syn-
chronous DataWriters. Previously, the flow of repair data was assumed to be taken care of by whatever flow
controller the asynchronous publish thread was configured to use.

See “Set up reliable communications for fragmented data more easily and with better performance, by removing
asynchronous publishing requirement”, in the RTI Connext Core Libraries Release Notes for more information.

2.2 New Default MTU Size for Real-TimeWAN Transport Helps Avoid
WAN Communication Issues

This release now sets a default MTU size of 1400 bytes (via the message_size_max property) for the
Real-Time WAN Transport (UDPv4_WAN) in order to avoid IP fragmentation for WAN communications. IP
fragmentation causes significant issues for UDP WAN communications, especially over cellular networks. See
Disabling IP Fragmentation for Real-Time WAN Transport in the RTI Connext Core Libraries User’s Manual
for more information.

2.1. Easily Send Data of Any Size 5
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2.3 Productized Modern C++ API with Service Discovery AllowsWrit-
ing Reliable RPC-Based Applications

This release promotes the RPC C++ API from experimental to productized, meaning the feature is stable,
reliable, performant, and well-integrated into Connext. Although Connext 7.4.0 is an early-access release, if
your project is currently in development and you expect to go to production with Jackson Hole LTS or later,
we encourage the use of this RPC C++ API.

Note: The RPC Python API is still experimental and is not interoperable with the RPC C++ API.

An enhanced service discovery protocol in both the Request-Reply and RPC APIs now also allows client appli-
cations to reliably discover a service before making a call. Clients can call a new method, wait_for_ser-
vice(), to ensure that a service has been discovered.

See the RTI Connext Core Libraries Release Notes for more information on RPC and Request-Reply enhance-
ments. See Request-Reply Exchanges and Remote Procedure Calls (RPC) in the Connext Core Libraries User’s
Manual for information on the APIs.

Note: The RPC API is still not compliant with the OMG RPC-DDS standard; however, a future update of
the OMG RPC-DDS standard will make it compliant.

2.4 Suggested QoS and Templates in System Designer Get Your Ap-
plication Designed and Running Quickly

New project templates in System Designer provide guidance when building your system architecture. See Cre-
ating New Projects in the RTI System Designer Getting Started Guide.

As described in Better Organized Quality of Service (QoS) for Easier Search, RTI has categorized Connext QoS
policies to make it easier to set up and adjust your system. System Designer displays the complexity categories,
Basic or Advanced, to make it easier to browse the available policies. See Configuring Quality of Service (QoS)
in the RTI System Designer Getting Started Guide.

2.5 Security Plugins Improvements Make it Easier to Secure Large
Systems

This release of the Securıty Plugıns introduces a series of features that help secure large systems. Now you
can:

• Apply permissions to a group of identities. Every Identity Certificate represents one identity. The
actions that an identity can take in your system are detailed in the Permissions Document. The Per-
missions Document contains a set of grants, each grant specifies a subject name and what the asso-
ciated identity can do. In previous releases, each grant could only refer to one identity. The new

2.3. Productized Modern C++ API with Service Discovery Allows Writing Reliable
RPC-Based Applications
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<subject_name_expression> element allows you to bind the permissions in a<grant> section
with a group of identities. For example, your Identity Certificates can have subject names based on the
roles theirDomainParticipants should take in your system. Doing so will vastly simplify the management
of your Permissions Documents.

• Enforce permissions based on DomainParticipants. You can limit the permissions of a <grant> so
that it only applies to DomainParticipants that have partitions matching a specific pattern. Your system
can adapt better, since DomainParticipant partitions are mutable at run-time.

• Use domain tags in the Governance and Permissions Documents. Domain tags provide isolation in
large-scale systems where domain IDs may not be enough. Domain IDs are numbers associated with a
physical port and are limited to about 200. Domain tags are string-based and overcome these limitations.
You can now secure traffic and configure permissions based not only on the domain ID, but also on the
(optional) domain tag subdivision. A rule will only apply to a DomainParticipant if its domain ID and
tag match the rule.

See What’s New in 7.4.0 in the RTI Security Plugins Release Notes for more details.

2.6 Better Organized Quality of Service (QoS) for Easier Search

RTI has simplified its QoS policies and settings, making it easier to set up and adjust your system:

• Deprecated some QoS settings. See Simplify QoS configuration by deprecating unnecessary or rarely
used QoS settings and policies in the RTI Connext Core Libraries Release Notes.

• Categorized QoS in the documentation and in System Designer. See Discover relevant QoS more easily
through categorizations added to API Reference HTML documentation in theRTI Connext Core Libraries
Release Notes and Suggested QoS and Templates in System Designer Get Your Application Designed and
Running Quickly in this document.

• Adjusted the default MTU size (via themessage_size_max property) for the Real-Time WAN Trans-
port to avoid IP fragmentation for WAN communications. See the RTI Real-Time WAN Transport
Release Notes.

2.7 Deploy Connext Products in Docker Containers, Reducing Setup
Time and Complexity

RTI is pleased to announce the release of RTI’s Docker container images, now available on Docker Hub. This
significant milestone provides enhanced flexibility and efficiency through Docker containers, facilitating the
seamless integration of RTI Connext ’s powerful software into your CI/CD and DevSecOps pipelines.

Currently, the following RTI products are available as images on Docker Hub. Click each product link on the
Docker Hub to get information about each image:

• Observability Collector Service

• Persistence Service

• Routing Service

2.6. Better Organized Quality of Service (QoS) for Easier Search 7
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• Recording Service

• Replay Service

• Cloud Discovery Service

• Web Integration Service

• DDS Spy

• DDS Ping

• Perftest

These containerized products are already available for release 7.3.0. They are not yet available for 7.4.0, but
are planned to be available later in the Jackson Hole series.

2.8 Install Connext via Debian Packages, for Easier Linux Deploy-
ment

RTI is excited to announce the availability of Debian packages for installing and deploying Connext products.
These packages can be used independently or in combination with our newly released Docker images. This
flexibility allows for seamless integration into your existing workflows, ensuring reliable and reproducible de-
ployments across various environments. By using RTI’s pre-built solutions, you can minimize setup time and
complexity, enabling a more efficient and robust deployment process.

Debian packages for Linux installations of Connext are already available for Connext releases 6.1.2 and 7.3.0.
They are not yet available for 7.4.0, but are planned to be available later in the Jackson Hole series.

For instructions on installing these packages, see RTI Connext 6.1.2 for Debian Linux and RTI Connext 7.3.0
for Debian Linux.

2.9 Platform and Build Changes

2.9.1 Support for macOS 14 and Ubuntu 24.04 LTS

RTI has validated that the existing libraries for macOS 11-13 also work on macOS 14 systems. Similarly, the
existing libraries for Ubuntu 22.04 LTS have been validated on Ubuntu 24.04 LTS systems.

Table 2.3: New Platforms in Connext 7.4.0
OS CPU Compiler RTI Architecture
macOS 14 ARM64 clang 15.0 arm64Darwin20clang12.0
Ubuntu 24.04 LTS x64 gcc 7.3.0 x64Linux4gcc7.3.0

2.8. Install Connext via Debian Packages, for Easier Linux Deployment 8
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2.9.2 Enhanced performance for x64Linux4gcc7.3.0 by updating optimization flag
to -O3

This release significantly enhances the performance of the x64Linux4gcc7.3.0 libraries by updating the com-
pilation policy, resulting in faster final applications.

Previously, the libraries for this architecture was compiled with the -O optimization flag. Now RTI compiles
the libraries with the highest stable optimization flag available. We first attempt to use -O3 for maximum per-
formance, falling back to -O2 or -O1 if necessary. For specific details for each library, see the Library-Creation
Details for Linux Architectures table in the Linux Platforms chapter of the RTI Connext Core Libraries Platform
Notes.

This change also applies to armv8Linux4gcc7.3.0, which will be available in a future release.

2.10 Deprecations and Removals

See specific products’ release notes (listed above, beneath Table 2.2) for deprecations or removals, if any, in
those products between 7.3.0 and 7.4.0. See Deprecations and Removals in 7.3.0 for deprecations and removals
between release 6.1.2 and 7.3.0.

Deprecatedmeans that the item is still supported in this release, but will be removed in a future release. Removed
means that the item is discontinued or no longer supported.

Any deprecations or removals noted in RTI’s documentation serve as notice under the Real-Time Innovations,
Inc., Maintenance Policy #4220 and/or any other agreements by and between RTI and customer regarding
maintenance and support of RTI’s software. RTI’s current standard terms and support and maintenance policies
are available at https://www.rti.com/terms.

2.11 Product Availability

The following products are not included in 7.4.0:

• RTI Ada Language Support

• RTI Queuing Service

• RTI Limited Bandwidth Plugins

If you need these products, please use a previous release in which they were available.

2.10. Deprecations and Removals 9
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Chapter 3

Experimental Features

This software may contain experimental features. These are used to evaluate potential new features and obtain
customer feedback. They are not guaranteed to be consistent or supported and they should not be used in
production.

In the API Reference HTML documentation, experimental APIs are marked with <<experimental>>.

Experimental features are also clearly noted as such in the User’s Manual or Getting Started Guide for the
component in which they are included.

Disclaimers:

• Experimental features may be only available in a subset of the supported languages and for a subset of
the supported platforms.

• Experimental features may change in the future.

• Experimental features may or may not appear in future product releases.

• Experimental features should not be used in production.

Please submit your comments and suggestions about experimental features to support@rti.com or via the RTI
Customer Portal (https://support.rti.com/).
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Chapter 4

Deprecations and Removals

Sometimes features or products are deprecated or removed in a Connext release. See individual product release
notes for specific deprecations or removals in a release. See Deprecations and Removals in this document for
links to those products/releases.

Deprecatedmeans that the item is still supported in this release, but will be removed in a future release. Removed
means that the item is discontinued or no longer supported.

Any deprecations or removals noted in RTI’s documentation serve as notice under the Real-Time Innovations,
Inc., Maintenance Policy #4220 and/or any other agreements by and between RTI and customer regarding
maintenance and support of RTI’s software. RTI’s current standard terms and support and maintenance policies
are available at https://www.rti.com/terms.
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Chapter 5

Additional Documentation

Many readers will also want to look at additional documentation available online. In particular, RTI recom-
mends the following:

• Connext Developer page (https://community.rti.com/static/documentation/developers/) to explore
short, independent modules that help you implement common distributed systems patterns
(publish-subscribe, RPC, content filtering, data persistence, and so on) and design, debug, and deploy
observable and secure systems.

• RTICustomerPortal (https://support.rti.com) to downloadRTI software and contact RTI Support. The
RTI Customer Portal requires a username and password. You will receive this in the email confirming
your purchase. If you do not have this email, please contact license@rti.com. Resetting your login
password can be done directly at the RTI Customer Portal.

• RTI Community Forum (https://community.rti.com) for a wealth of knowledge to help you use Con-
next, including:

– Documentation, at https://community.rti.com/documentation

– Best Practices,

– Example code for specific features,

– Solutions to common questions,

– A glossary,

– Downloads of experimental software,

– And more.

• Performance benchmark results for Connext are published online at http://www.rti.com/products/
dds/benchmarks.html. Updated results for new releases are typically published within two months after
general availability of that release.

• Whitepapers and other articles are available from http://www.rti.com/resources.

12

https://community.rti.com/static/documentation/developers/
https://support.rti.com/
https://community.rti.com/
https://community.rti.com/documentation
http://www.rti.com/products/dds/benchmarks.html
http://www.rti.com/products/dds/benchmarks.html
http://www.rti.com/resources

	1 Copyrights and Notices
	2 What’s New in 7.4.0 EAR
	2.1 Easily Send Data of Any Size
	2.2 New Default MTU Size for Real-Time WAN Transport Helps Avoid WAN Communication Issues
	2.3 Productized Modern C++ API with Service Discovery Allows Writing Reliable RPC-Based Applications
	2.4 Suggested QoS and Templates in System Designer Get Your Application Designed and Running Quickly
	2.5 Security Plugins Improvements Make it Easier to Secure Large Systems
	2.6 Better Organized Quality of Service (QoS) for Easier Search
	2.7 Deploy Connext Products in Docker Containers, Reducing Setup Time and Complexity
	2.8 Install Connext via Debian Packages, for Easier Linux Deployment
	2.9 Platform and Build Changes
	2.9.1 Support for macOS 14 and Ubuntu 24.04 LTS
	2.9.2 Enhanced performance for x64Linux4gcc7.3.0 by updating optimization flag to -O3

	2.10 Deprecations and Removals
	2.11 Product Availability

	3 Experimental Features
	4 Deprecations and Removals
	5 Additional Documentation

