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1 Supported Platforms

See the RTI Connext Core Libraries Platform Notes for supported platforms.

2 Compatibility

RTI® Queuing Service is an experimental product built on top of, and intended for use
with, Connext with the same version number. As with all RTI experimental products,
Queuing Service in release 6.1.2 and above should not be used in production
applications. See Experimental Features in the RTI Connext What's New for
information on RTI experimental products and features.

For backward compatibility information between 7.7.0 and previous releases, see the Migration
Guide on the RTI Community Portal.

3 What's New in 7.7.0

This section describes what’s new in Queuing Service 7.7.0 compared to release 7.6.0.

RTI Connext® is the first production release in the 7.7 long-term support (LTS) series. It is built
upon and combines all of the features in releases 7.4.0, 7.5.0, and 7.6.0 (see Previous Releases).
See the Connext Versions and Lifecycle page for more information on RTI’s software release
model.

For what’s new and fixed in other products in the Connext suite, see those products’ release
notes on the RTI Community Portal or in your installation.

3.1 Third-Party Software Upgrades

The following third-party software used by Queuing Service has been upgraded:


../../../connext_dds_professional/platform_notes/RTI_ConnextDDS_CoreLibraries_PlatformNotes.pdf
../../../connext_dds_professional/whats_new/RTI_Connext_WhatsNew.pdf
https://community.rti.com/documentation/
https://community.rti.com/connext-releases
https://community.rti.com/documentation/

4 What's Fixed in 7.7.0

Third-Party Software Previous Version Current Version

libxmlI2 2114 2.15.1

For information on third-party software used by Connext products, see the "3rdPartySoftware" doc-
uments in your installation: <NDDSHOME>/doc/manuals/connext_dds_professional/release notes
3rdparty.

4 What's Fixedin 7.7.0

This section describes bugs fixed in Queuing Service 7.7.0. These are fixes since 7.6.0.

RTI Connext® 7.7.0 is the first production release in the 7.7 long-term support (LTS) series. It is built
upon and combines all of the fixes in releases 7.4.0, 7.5.0, and 7.6.0 (see Previous Releases). See the
Connext Versions and Lifecycle page for more information on RTI’s software release model.

For what’s new and fixed in other products in the Connext suite, see those products’ release notes on
the RTI Community Portal or in your installation.

[Critical]: System-stopping issue, such as a crash or data loss.
[Major]: Significant issue with no easy workaround.
[Minor]: Issue with an available workaround.

: Small issue, such as a typo in a log.

4.1 [Minor] Queuing Service could not use builtin QoS profiles when configured
to skip default files

When the Queuing Service configuration file contained QoS profiles with references to builtin profiles,
and the skip default files field was set to true in the ServiceProperties, Queuing Service failed to parse
the QoS profile.

[RTI Issue ID QUEUEING-797]
4.2 Vulnerabilities

The following vulnerabilities are fixed in this release.

See also RTI Connext Security Bulletins and Advisories for a complete list of vulnerabilities in RTI
releases that have been published through the CVE® Program. That list may be more up-to-date.



https://community.rti.com/connext-releases
https://community.rti.com/documentation/
https://www.rti.com/vulnerabilities/
https://www.cve.org/About/Overview/

4.2 Vulnerabilities

4.2.1 [Critical] Potential stack buffer overflow in Queuing Service when parsing malicious

XML

Queuing Service could have been affected by a vulnerability found in the 1ibxm12 third-party library.
This issue has been resolved by upgrading to a newer version of the third-party library.

User Impact without Security

A vulnerability in Queuing Service could have resulted in the following:

Stack buffer overflow when parsing a malicious XML file.

Exploitable by providing malicious XML code to the applications during startup.

Exploitable by providing malicious XML remotely through remote administration commands.
CVSS v3.1 Base Score: 7.5 HIGH

CVSS v3.1 Vector: CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H

CVSS v4.0 Base Score: 8.7 HIGH

CVSS v4.0 Vector:
CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N

User Impact with Security

A vulnerability Queuing Service could have resulted in the following:

Stack buffer overflow when parsing a malicious XML file.

Exploitable by providing malicious XML code to the applications during startup.
CVSS v3.1 Base Score: 6.2 LOW

CVSS v3.1 Vector: CVSS:3.1/AV:L/AC:L/PR:N/UL:N/S:U/C:N/I:N/A:H

CVSS v4.0 Base Score: 6.9 MEDIUM

CVSS v4.0 Vector:
CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UL:N/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N

[RTI Issue ID QUEUEING-795]

4.2.2 [Critical] Potential out-of-bounds write in Connext when using Queueing Service

Connext may have written out of bounds when using Queueing Service.

User Impact without Security


https://www.first.org/cvss/calculator/3-1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://www.first.org/cvss/calculator/4-0#CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N
https://www.first.org/cvss/calculator/3-1#CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
https://www.first.org/cvss/calculator/4-0#CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N

4.2 Vulnerabilities

e Memory corruption leading to data corruption or a crash.

¢ Exploitable only by modifying the ODBC configuration files.

e CVSS v3.1 Base Score: 4.4 Medium

e CVSS v3.1 Vector: CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:N/I:L/A:L

e CVSS v4.0 Base Score: 4.8 Medium

e CVSS v4.0 Vector: CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UL:N/VC:N/VI:L/VA:L/SC:N/SI:N/SA:N

User Impact with Security

Same impact as described in “User Impact without Security” above.

[RTT Issue ID QUEUEING-801]

4.2.3 [Critical] Potential unauthorized local file system read in Queueing Service when
parsing a malicious XML configuration document

Improper restriction of an XML external entity reference vulnerability in Queueing Service when pars-
ing a malicious XML configuration document could allow unauthorized local file system read access
and Data Serialization External Entities Blowup.

User Impact without Security

A vulnerability in Queueing Service while loading configurations via XML could have resulted in the
following:

» Unauthorized local file system read when parsing a malicious XML file.

e Availability of the service affected (denial of service) when parsing a malicious XML file.

e Exploitable by providing malicious XML code to the applications during startup.

e CVSS v3.1 Base Score: 7.7 HIGH

e CVSS v3.1 Vector: CVSS:3.1/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:H

e CVSS v4.0 Base Score: 7 HIGH

e CVSS v4.0 Vector:
CVSS:4.0/AV:L/AC:L/AT:N/PR:N/ULN/VC:H/VEN/VA:H/SC:N/SI:N/SA:N

User Impact with Security

A vulnerability in Queueing Service while loading configurations via XML could have resulted in the
following:


https://www.first.org/cvss/calculator/3-1#CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L
https://www.first.org/cvss/calculator/4.0#CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:N/VI:L/VA:L/SC:N/SI:N/SA:N
https://www.first.org/cvss/calculator/3-1#CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:H
https://www.first.org/cvss/calculator/4.0#CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:N/VC:H/VI:N/VA:H/SC:N/SI:N/SA:N

5 Previous Releases

e Unauthorized local file system read when parsing a malicious XML file.

¢ Availability of the service affected (denial of service) when parsing a malicious XML file.
e Exploitable by providing malicious XML code to the applications during startup.

e CVSS v3.1 Base Score: 7.7 HIGH

e CVSS v3.1 Vector: CVSS:3.1/AV:L/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:H

e CVSS v4.0 Base Score: 7 HIGH

e CVSS v4.0 Vector:
CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UL:N/VC:H/VI:N/VA:H/SC:N/SI:N/SA:N

[RTT Issue ID QUEUEING-798]

5 Previous Releases
5.1 What's New in 7.6.0

This section describes what’s new in Queuing Service 7.6.0 compared to release 7.3.0 LTS.

RTI Connext® 7.6.0 is an early access release. See the Connext Versions and Lifecycle page for more
information on RTI’s software release model.

For what’s new and fixed in other products in the Connext suite, see those products’ release notes on
the RTI Community Portal or in your installation.

5.1.1 Third-Party Software Upgrades

The following third-party software used by Queuing Service has been upgraded:

Third-Party Software Previous Version Current Version

SQLite 3.39.4 3.50.2

For information on third-party software used by Connext products, see the "3rdPartySoftware" doc-
uments in your installation: <NDDSHOME>/doc/manuals/connext_dds_professional/release _notes_
3rdparty.

5.2 What's Fixed in 7.6.0

This section describes bugs fixed in Queuing Service 7.6.0. These are fixes since 7.3.0.

RTI Connext® 7.6.0 is an early access release. See the Connext Versions and Lifecycle page for more
information on RTI’s software release model.



https://www.first.org/cvss/calculator/3-1#CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:H
https://www.first.org/cvss/calculator/4.0#CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:N/VC:H/VI:N/VA:H/SC:N/SI:N/SA:N
https://community.rti.com/static/documentation/connext-dds/7.3.0/doc/manuals/addon_products/queuing_service/release_notes/queuing_service/Queuing_ReleaseNotes/QueuingServiceReleaseNotesTitle.htm
https://community.rti.com/connext-releases
https://community.rti.com/documentation/
https://community.rti.com/static/documentation/connext-dds/7.3.0/doc/manuals/addon_products/queuing_service/release_notes/queuing_service/Queuing_ReleaseNotes/QueuingServiceReleaseNotesTitle.htm
https://community.rti.com/connext-releases/

5.2 What's Fixed in 7.6.0

For what’s new and fixed in other products in the Connext suite, see those products’ release notes on
the RTI Community Portal or in your installation.

[Critical]: System-stopping issue, such as a crash or data loss.
[Major]: Significant issue with no easy workaround.
[Minor]: Issue with an available workaround.

: Small issue, such as a typo in a log.

5.2.1 [Critical] Memory leaks and errors when using DDS-fragmentation with compression
or encryption

Using DDS-fragmentation along with compression or encryption caused a memory leak. This occurred
when storing the serialized data from samples received by Queuing Service. Errors similar to the fol-
lowing were printed:

FATAL rCo79661##01Rcv [PARSE MESSAGE|0x01016350, 0x5A66C0E7, 0x8DA940ED: 080000004
{Entity=DR,MessageKind=DATA FRAG} |RECEIVE FROM 0x01018673,0xDB0CS361,0xB2B4181F:0x80000003]
Mx02:/home/user/osapi.l.0/srcC/memory/heap.c:1104:RTI0x2022004:inconsistent free/alloc:
block id 0 being freed with "RTIOsapiHeap allocateBufferAligned" and was allocated with
"RTIOsapiHeap unknownFunction"

[RTI Issue ID QUEUEING-792]

5.2.2 [Major] Potential deadlock when processing GET command ran against a
SharedReaderQueue resource

Processing a GET command ran against a SharedReaderQueue resource could have caused a deadlock.
[RTI Issue ID QUEUEING-785]
5.2.3 Vulnerabilities

5.2.3.1 [Critical] Potential stack buffer overflow in Queuing Service when discovering type or load-
ing XML type with certain characteristics

The stack could have been corrupted when Queuing Service discovered a malicious type or loaded a
malicious XML type.

User Impact without Security
This vulnerability could cause the following in Queuing Service:
e Stack corruption leading to data corruption or crash.

e Unbounded memory growth.

e Exploitable through malicious RTPS messages.


https://community.rti.com/documentation/

5.2 What's Fixed in 7.6.0

Exploitable through a compromised local file system containing a malicious XML file.
CVSS v3.1 Base Score: 9.1 CRITICAL

CVSS v3.1 Vector: CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:H/A:H

CVSS v4.0 Base Score: 8.3 HIGH

CVSS v4.0 Vector:
CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UL:N/VC:N/VI:H/VA:H/SC:N/SI:N/SA:N

User Impact with Security

This vulnerability could cause the following in Queuing Service:

Stack corruption leading to data corruption or crash.

Unbounded memory growth.

Exploitable through a compromised local file system containing a malicious XML file.
CVSS v3.1 Base Score: 7.1 HIGH

CVSS v3.1 Vector: CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:H/A:H

CVSS v4.0 Base Score: 6.9 MEDIUM

CVSS v4.0 Vector:
CVSS:4.0/AV:L/AC:L/AT:N/PR:L/ULN/VC:N/VI:H/VA:H/SC:N/SI:N/SA:N

[RTI Issue ID QUEUEING-791]

5.2.3.2 [Critical] Potential stack overflow in Queuing Service when using XML configuration file ref-
erencing environment variables

An out-of-bounds write on the stack in Queuing Service could occur while parsing XML files con-
taining references to external environment variables.

User Impact without Security

This problem could result in the following:

Stack buffer overflow in Queuing Service when parsing a malicious XML file.

Exploitable by providing malicious XML code to the applications during startup.

CVSS v3.1 Base Score: 6.1 MEDIUM

CVSS v3.1 Vector: CVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:N/I:-H/A:L

CVSS v4.0 Base Score: 6.9 MEDIUM

CVSS v4.0 Vector: CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UL:N/VC:N/VI:H/VA:L/SC:N/SI:N/SA:N



https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:H
https://www.first.org/cvss/calculator/4.0#CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:N/VI:H/VA:H/SC:N/SI:N/SA:N
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:H
https://www.first.org/cvss/calculator/4.0#CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:N/VI:H/VA:H/SC:N/SI:N/SA:N
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:L
https://www.first.org/cvss/calculator/4.0#CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:N/VI:H/VA:L/SC:N/SI:N/SA:N

6 Known Issues

User Impact with Security

This problem could result in the following:

e Stack buffer overflow in Queuing Service when parsing a malicious XML file.

e Exploitable by providing malicious XML code to the applications during startup.

e CVSS v3.1 Base Score: 6.1 MEDIUM

e CVSS v3.1 Vector: CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:H/A:L

e CVSS v4.0 Base Score: 6.9 MEDIUM

e CVSS v4.0 Vector: CVSS:4.0/AV:L/AC:L/AT:N/PR:L/ULN/VC:N/VI:H/VA:L/SC:N/SI:N/SA:N

[RTI Issue ID QUEUEING-784]

6 Known Issues
6.1 Some tags in the XML configuration must be grouped in a strict order

The XML validator tools Queuing Service uses to validate XML configuration files adhere to the XML

1.0 specification, which doesn't offer a way of defining collections of unordered tags that are both
bounded and unbounded in occurrences.

This limitation is no longer present in XML 1.1. However, there are no C or C++ validators compliant
with the XML 1.1 specification at the time of writing.

[RTI Issue ID CORE-14178]

7 Current Limitations

The QueueProducer and QueueConsumer wrapper APIs are only supported for the Modern C++ API.

8 Available Documentation

Queuing Service documentation also includes:

¢ (RTI Queuing Service GettingStarted.pdf)—Provides installation and startup instructions.

e (RTI Queuing_Service UsersManual.pdf)—Describes how to configure and use Queuing Ser-
vice.


https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:L
https://www.first.org/cvss/calculator/4.0#CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:N/VI:H/VA:L/SC:N/SI:N/SA:N
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