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Chapter 1 Supported Platforms

See the Core Libraries Platform Notes for supported platforms.
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Chapter 2 Compatibility

RTI® Persistence Service is included with RTI Connext®. If you choose to use it, it must be installed on top of
Connext with the same version number.

For backward-compatibility information between this and previous releases, see the Migration Guide on the
RTI Community Portal.
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Chapter 3 What’s New in 7.7.0

This section describes what’s new in Persistence Service 7.7.0 compared to release 7.6.0.

Connext 7.7.0 is the first production release in the 7.7 long-term support (LTS) series. It is built upon and
combines all of the features in releases 7.4.0, 7.5.0, and 7.6.0 (see Previous Releases). See the Connext Versions
and Lifecycle page for more information on RTI’s software release model.

For what’s new and fixed in other products in the Connext suite, see those products’ release notes on the RTI
Community Portal or in your installation.

3.1 XML option to enable new synchronization built-in content filter

A new configuration option, <enable_sync_builtin_filter>, has been added under the
<data_synchronization> tag in Persistence Service. When set to true (the default), this option en-
ables a new, more efficient built-in synchronization filter. Setting it to false reverts to the previous built-in
SQL filter for synchronization. The following snippet demonstrates how to use it:

<persistence_service name="DisableSyncBuiltinFilter">
<synchronization>

<data_synchronization>
<enable>true</enable>
<enable_sync_builtin_filter>false</enable_sync_builtin_filter>

</data_synchronization>
</synchronization>
...

</persistence_service>

For more information, see Synchronizing of Persistence Service Instances in the RTI Connext Core Libraries
User’s Manual.
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3.2 Improved performance when <purge_samples_after_acknowl-
edgment> set to TRUE

This release improves the Persistence Service execution time and CPU usage when these are true:

• Persistence Service is configured with Durable Subscriptions.

• Persistence Service is configured with purge_samples_after_acknowledgment set to TRUE.

The performance improvement occurs when Persistence Service is adding samples to a large database. The
improvement is more noticeable when there are many historical samples in the database that are being delivered
and acknowledged while Persistence Service is adding more samples to the database.

3.3 Ensure proper synchronization of dispose messages when
<propagate_dispose> and <data_synchronization> are enabled

If you enabled <data_synchronization> as follows:

<synchronization>
<data_synchronization>

<enable>true</enable>
</data_synchronization>

</synchronization>

and also set <propagate_dispose> to true for a <persistence_group>, you may have observed
that some dispose messages were not properly synchronized.

This issue could be resolved by explicitly setting<propagate_dispose_of_unregistered_instances>
to true in the <datareader_qos> of the <persistence_group>. However, this workaround was
not obvious and could cause confusion.

Startingwith this release, Persistence Service automatically sets<propagate_dispose_of_unregistered_instances>
to true when synchronization is enabled. This setting ensures dispose messages are always propagated
consistently without requiring additional configuration.

3.4 Performance improvements with Application Acknowledgement
enabled in Persistence Service DataWriter

This release may improve Persistence Service performance when Application Acknowledgement is enabled
in the DataWriter of a Topic group by setting reliability.acknowledgment_kind to APPLICA-
TION_AUTO_ACKNOWLEDGMENT_MODE or APPLICATION_EXPLICIT_ACKNOWLEDGMENT_MODE.

For more information about Application Acknowledgment, see the RTI Connext Core Libraries User’s Manual.

3.2. Improved performance when <purge_samples_after_acknowledgment> set to TRUE4
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3.5 Monitor Persistence Service health with lightweight HTTP server

Persistence Service now includes an optional lightweight HTTP health check server for monitoring service avail-
ability. The server responds to HTTP requests with an HTTP 200 OK status, allowing container orchestrators
(for example, Kubernetes) to verify the service is running and responsive.

Usage:

rtipersistenceservice -cfgName defaultDisk -healthCheckPort 9000

The health check server is disabled by default (port 0) and is supported on Linux and macOS platforms only.

For more information, see Verifying a Running Persistence Service in the RTI Core Libraries User’s Manual.

3.6 Reduced discovery traffic between participants and Persistence
Service when synchronization enabled

When the synchronization protocol was enabled using <data_synchronization> (see Synchronizing
of Persistence Service Instances), a Persistence Service may have created and deleted its DataReaders to apply
different ContentFilteredTopics. These operations generated discovery traffic that was visible to other applica-
tions, even though the traffic was not functionally relevant to them.

This release introduces a performance improvement that prevents applications from being notified of these
internal discovery events when using unicast discovery. To achieve this, the Persistence Service now creates two
DataReaders: an application-facing DataReader and an internal DataReader. Only the internal DataReader is
created and deleted as part of synchronization.

3.7 Improved diagnostics with extended SQLite error codes in Per-
sistence Service database

Errors detected in SQLite database files created by Persistence Service when configured in PERSISTENTmode
now include SQLite extended error codes. This additional information improves diagnostics and helps identify
the underlying cause of database-related issues.

3.5. Monitor Persistence Service health with lightweight HTTP server 5
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Chapter 4 What’s Fixed in 7.7.0

This section describes bugs fixed in Persistence Service 7.7.0. These are fixes since 7.6.0.

Connext 7.7.0 is the first production release in the 7.7 long-term support (LTS) series. It is built upon and
combines all of the fixes in releases 7.4.0, 7.5.0, and 7.6.0 (see Previous Releases). See the Connext Versions
and Lifecycle page for more information on RTI’s software release model.

For what’s new and fixed in other products in the Connext suite, see those products’ release notes on the RTI
Community Portal or in your installation.

[Critical]: System-stopping issue, such as a crash or data loss. [Major]: Significant issue with no easy
workaround. [Minor]: Issue that usually has a workaround. [Trivial]: Small issue, such as a typo in a log.

4.1 Usability

4.1.1 [Critical] Persistence Service may have stopped completely when failing to
process the discovery of a remote Connext application

Persistence Service could have unexpectedly gracefully shut down completely when an error happened process-
ing discovered remote Connext applications.

[RTI Issue ID PERSISTENCE-507]

4.1.2 [Major] Persistence Service hit 60-second timeout if service Topic creation
failed

If a service Topic could not be created, a threading error could lead to a 60-second timeout expiration for the
Persistence Service to shut down. A message like this would have been shown:

Stopping RTI Persistence Service ...
ERROR RTIOsapiJoinableThread_shutdown:Join timeout (60000 millisec) for␣
→˓thread expired
ERROR PERSISTENCEService_stop:!delete Persistence Service thread

[RTI Issue ID PERSISTENCE-509]
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4.2 Performance and Scalability

4.2.1 [Critical] Performance degradation with PERSISTENT mode in
write-intensive scenarios

In release 7.3.1, the throughput of write-intensive scenarios for a Persistence Service instance running in PER-
SISTENT mode was lower than in previous releases. This regression was caused by performance optimizations
introduced in that version to improve read-intensive scenarios (for example, when handling late joiners).

The fix for this issue improves the overall performance of write-intensive workloads. However, some degrada-
tion may still remain compared to earlier releases.

If this issue affects your application, please contact support@rti.com for further assistance.

[RTI Issue ID PERSISTENCE-485]

4.2.2 [Critical] Possible duplicate samples when data synchronization was enabled
and Persistence Service was restarted *

Duplicate samples may have been sent by a restarted Persistence Service instance that was configured to persist
samples to disk. These duplicates could be delivered to other Persistence Service instances that had already
received the same samples.

This behavior occurred when <data_synchronization> was enabled using the following configuration:

<synchronization>
<data_synchronization>

<enable>true</enable>
</data_synchronization>

</synchronization>

[RTI Issue ID PERSISTENCE-457]

4.2.3 [Major] Data in different Topics not persisted concurrently when synchroniza-
tion enabled *

Release 7.5.0 introduced a new, more efficient synchronization protocol. When this protocol was enabled, data
received by different PRSTDataReader and PRSTDataWriter pairs in Persistence Service was not processed
concurrently, even if those pairs were associated with different Publishers and Subscribers.

For example, with the following configuration, contention occurred between the PRSTDataReader and PRST-
DataWriter pairs for the Foo and Bar Topics:

<persistence_service name="PS">
<synchronization>

<data_synchronization>
<enable>true</enable>

</data_synchronization>
</synchronization>
<participant name="PRSTParticipant">

4.2. Performance and Scalability 7
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<persistence_group name="PRSTGroup_0">
<filter>Foo,Bar</filter>
<single_publisher>false</single_publisher>
<single_subscriber>false</single_subscriber>

</persistence_group>
</participant>

</persistence_service>

[RTI Issue ID PERSISTENCE-476]

* This bug does not affect you if you are upgrading from 7.3.x or earlier.

4.3 Hangs

4.3.1 [Critical] Persistence Service may have hung when enabling data synchro-
nization *

In release 7.5.0, a new, more efficient synchronization protocol was introduced. However, enabling this protocol
could cause Persistence Service to hang if one of its PRSTDataWriters became blocked during a write operation.

This issue was more likely to occur when one or more Persistence Service instances stopped ungracefully while
synchronizing their data.

[RTI Issue ID PERSISTENCE-474]

* This bug does not affect you if you are upgrading from 7.3.x or earlier.

4.4 Memory Leaks/Growth

4.4.1 [Critical] Unbounded memory growth when data synchronization enabled *

Enabling <data_synchronization> as follows could lead to unbounded memory growth if the Persis-
tence Service instances performing synchronization—or the applications sending data to the Persistence Service
instances—were started and stopped repeatedly. This growth occurred gradually over time in Persistence Service
instances that remained running (i.e., were not restarted).

<synchronization>
<data_synchronization>

<enable>true</enable>
</data_synchronization>

</synchronization>

[RTI Issue ID PERSISTENCE-462]

4.3. Hangs 8
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4.4.2 [Critical] Unbounded memory growth when synchronization enabled with
short-lived DataWriters

In previous releases, enabling synchronization in Persistence Service while using Persistence Service DataWriters
configured with very small lifespans (in milliseconds) could cause unbounded memory growth. This issue could
occur in scenarios where application DataWriters were frequently created and started.

[RTI Issue ID PERSISTENCE-475]

* This bug does not affect you if you are upgrading from 7.3.x or earlier.

4.5 Crashes

4.5.1 [Critical] Race condition in Persistence Service when using new synchroniza-
tion protocol *

When using the new synchronization protocol in Persistence Service, a race condition could occur; as a result,
endpoint creation could fail for a certain Topic. A message like the following could occur:

ERROR [0x01018C73,0xA2E9602F,0x98171FDF:0x80000307{Entity=DR,Topic=<topic␣
→˓name>,Type=<your type>,Domain=<your domain>}|GET QOS] PRESPsService_
→˓getLocalEndpointProperty:pres psReader already destroyed

[RTI Issue ID PERSISTENCE-517]

4.5.2 [Critical] Segmentation fault when enabling synchronization if filter expres-
sion was malformed *

A Persistence Service instance could produce a segmentation fault if the synchronization protocol was en-
abled (<data_synchronization>/<enable> set to TRUE) and the ContentFilteredTopic
exchanged between Persistence Service instances was invalid.

This situation is not expected under normal operation, since the ContentFilteredTopic should always
be valid. The only plausible cause is network corruption, which is rare.

To prevent this issue:

• Enable checksum validation at the transport level for UDP (enabled by default) and TCP transports
(disabled by default).

• Optionally, enable CRC validation across all transports by setting compute_crc and check_crc
under participant_qos.wire_protocol.

[RTI Issue ID PERSISTENCE-450]

* This bug does not affect you if you are upgrading from 7.3.x or earlier.

4.5. Crashes 9
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4.6 Data Corruption

4.6.1 [Critical] Persistence Service failed to process some Durable Subscriptions
if it received an invalid Durable Subscription sample

If Persistence Service was configured to keep Durable Subscription state, it could have failed to process some
Durable Subscription samples coming after an invalid sample.

[RTI Issue ID PERSISTENCE-508]

4.7 Vulnerabilities

The following vulnerabilities are fixed in this release.

See also RTI Connext Security Bulletins and Advisories for a complete list of vulnerabilities in RTI releases
that have been published through the CVE® Program. That list may be more up-to-date.

4.7.1 [Critical] Potential out-of-bounds write in Connext when using any Persis-
tence Service

Connext may have written out-of-bounds when using Persistence Service.

User Impact without Security

• Memory corruption leading to data corruption or a crash.

• Exploitable only by modifying the ODBC configuration files.

• CVSS v3.1 Base Score: 4.4 Medium

• CVSS v3.1 Vector: CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:L

• CVSS v4.0 Base Score: 4.8 Medium

• CVSS v4.0 Vector: CVSS:4.0/AV:L/AC:L/AT:N/PR:L/UI:N/VC:N/VI:L/VA:L/SC:N/SI:N/SA:N

User Impact with Security

Same impact as described in “User Impact without Security” above.

[RTI Issue ID PERSISTENCE-510]
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4.8 Other

4.8.1 [Critical] Unexpected errors when enabling data synchronization *

Release 7.5.0 introduced a new, more efficient synchronization protocol. However, enabling this protocol may
have caused Persistence Service to stop synchronizing due to unexpected errors similar to the following:

ERROR [ON PROVIDER SELECTION|0xFD1509BF,0xA0B14279,0xA3EC0433:0x80000002
→˓{Entity=DW,Topic=SyncAnnouncement,
→˓Type=RTI::PersistenceService::Sync::Announcement,Domain=5}|WRITE]␣
→˓COMMENDFacade_canSampleBeSent:NOT SUPPORTED | Fragment data not supported␣
→˓by this writer.
ERROR [ON PROVIDER SELECTION|0xFD1509BF,0xA0B14279,0xA3EC0433:0x80000002
→˓{Entity=DW,Topic=SyncAnnouncement,
→˓Type=RTI::PersistenceService::Sync::Announcement,Domain=5}|WRITE]␣
→˓COMMENDSrWriterService_write:sample cannot be sent
ERROR [ON PROVIDER SELECTION|0xFD1509BF,0xA0B14279,0xA3EC0433:0x80000002
→˓{Entity=DW,Topic=SyncAnnouncement,
→˓Type=RTI::PersistenceService::Sync::Announcement,Domain=5}|WRITE]␣
→˓PRESPsWriter_flushBatchWithCursor:FAILED TO SEND | Reliable write
ERROR [ON PROVIDER SELECTION|0xFD1509BF,0xA0B14279,0xA3EC0433:0x80000002
→˓{Entity=DW,Topic=SyncAnnouncement,
→˓Type=RTI::PersistenceService::Sync::Announcement,Domain=5}|WRITE]␣
→˓PRESPsWriter_writeBatchInternal:!error flushing batch
ERROR [ON PROVIDER SELECTION] PERSISTENCESyncManager_
→˓onSendAnnouncement:FAILURE | write Sync Announcement sample (domain Id: 5)

This problem only occurred whenConnext transports were configured with a small transportMTU (for example,
1500 bytes). For instance:

<domain_participant_qos>
. <transport_builtin>

<mask>UDPv4</mask>
<udpv4>

<message_size_max>1500</message_size_max>
</udpv4>

</transport_builtin>
</domain_participant_qos>

[RTI Issue ID PERSISTENCE-480]

4.8.2 [Critical] Data synchronization may have stopped working in PERSISTENT
mode *

Release 7.5.0 introduced a new, more efficient synchronization protocol. However, enabling this protocol may
have caused Persistence Service to stop synchronizing after running for some time. The issue may have occurred
sooner if new applications frequently started sending data to Persistence Service.

This problem only affected configurations where:

• Persistence Service was running in PERSISTENT mode (i.e., storing samples on disk).

4.8. Other 11
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• The <writer_in_memory_state> parameter was set to FALSE (in memory state disabled) for
the affected persistence groups.

[RTI Issue ID PERSISTENCE-478]

4.8.3 [Critical] Unexpected PERSISTENCESyncState_onAliveDataAnnounce-
ment:FAILED TO ASSERT errors when synchronization enabled *

Release 7.5.0 introduced a new, more efficient synchronization protocol. In that release, an error like the
following may have occurred when enabling synchronization:

ERROR PERSISTENCESyncState_onAliveDataAnnouncement:FAILED TO ASSERT | 2_
→˓syncRemoteProviderSourceTable record (retcode: 33827849)
ERROR PERSISTENCESyncState_onAfterSampleReceivedFromSource:FAILED TO UPDATE |␣
→˓remote provider source
ERROR PERSISTENCESyncManager_onAfterSampleReceivedFromSource:FAILURE | cannot␣
→˓update Synchronization State after sample received from source

The error only occurred if you had multiple persistence groups matching the same Topic. For example:

<persistence_service name="PS">
<synchronization>

<data_synchronization>
<enable>true</enable>

</data_synchronization>
</synchronization>
<participant name="PRSTParticipant">

<persistence_group name="PRSTGroup_0">
<filter>Foo</filter>

</persistence_group>
<persistence_group name="PRSTGroup_1">

<filter>Foo</filter>
</persistence_group>

</participant>
</persistence_service>

As a result, data may not have been properly synchronized or received by the application’s DataReaders.

[RTI Issue ID PERSISTENCE-469]

4.8.4 [Major] <propagate_related_source_guid> treated as false with <synchro-
nize_data> *

The <propagate_related_source_guid> option within a <persistence_group> allowed
propagating the related source GUID of a sample in a Persistence Service group.

When the new, more efficient synchronization protocol was enabled using <data_synchronization>,
the <propagate_related_source_guid> option was intentionally ignored and treated as false be-
cause the protocol requires the related source GUID for its own purposes.

4.8. Other 12
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However, due to a bug, the option was also treated as false when using the legacy synchronization pro-
tocol enabled with <synchronize_data>; as a result, the related source GUID was not propagated.
Now, the related source GUID is propagated when using the legacy synchronization protocol enabled with
<synchronize_data>.

[RTI Issue ID PERSISTENCE-463]

4.8.5 [Minor] Precondition error when synchronization enabled *

Running the debug version of Persistence Service with synchronization enabled could trigger the following pre-
condition error:

RTI0x300003a:!precondition: "reader == ((void *)0)"

This error did not affect the correctness of the service.

[RTI Issue ID PERSISTENCE-483]

* This bug does not affect you if you are upgrading from 7.3.x or earlier.

* This bug does not affect you if you are upgrading from 7.3.x or earlier.

4.8. Other 13



Chapter 5 Previous Releases

5.1 What’s New in 7.6.0

This section describes what’s new in Persistence Service 7.6.0 compared to release 7.5.0.

RTI® Connext® 7.6.0 is an early access release. See the Connext Versions and Lifecycle page for more infor-
mation on RTI’s software release model.

For what’s new and fixed in other products in the Connext suite, see those products’ release notes on the RTI
Community Portal or in your installation.

5.1.1 Reduced bandwidth usage for Persistence Service synchronization no longer
experimental

Release 7.5.0 introduced an improved sample synchronization protocol for redundant Persistence Service in-
stances, ensuring eventual consistency of DDS instances with minimal network usage. Instructions for using
this feature are provided in Synchronizing of Persistence Service Instances in the RTI Connext Core Libraries
User’s Manual.

In release 7.5.0, this enhancement was experimental, but in release 7.6.0, we have stabilized the feature, fixed
bugs, and further reduced bandwidth consumption. Sample synchronization is ready for production use.

Note: The transition from experimental to production-ready status required changes to the configuration
of the new synchronization protocol. As a result, the previous configuration format is no longer supported.
For details on these changes, see the next entry, “Improved bandwidth utilization in new Persistence Service
synchronization.”
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5.1.2 Improved bandwidth utilization in Persistence Service synchronization

Release 7.5.0 introduced an improved sample synchronization protocol for redundant Persis-
tence Service instances, ensuring eventual consistency of DDS instances with minimal net-
work usage. This protocol is configured using the <data_synchronization> tag in the
<persistence_service><synchronization> section, and it is significantly more efficient
in terms of bandwidth utilization than the previous protocol, which was configured using the now-deprecated
<synchronize_data> tag in the same section.

This release introduces further optimizations to the new synchronization protocol, enhancing
bandwidth efficiency even more. These improvements required changes to the protocol’s con-
figuration. Specifically, the <remote_provider_change_period> tag has been re-
moved and replaced by two new parameters: <stable_provider_period_count> and
<max_remote_provider_change_period_count>. If<remote_provider_change_period>
is still present in the configuration, the Persistence Service will fail to start and report an error.

For more details on these changes, see Synchronizing of Persistence Service Instances in the RTI Connext Core
Libraries User’s Manual.

5.1.3 Persistence Service now always reads samples usingWaitSets, for improved
performance

The<use_wait_set> tag under<persistence_group> has been deprecated. Persistence Service now
always uses WaitSets to read samples received by its DataReaders (PRSTDataReaders). As a result, support
for listeners in Persistence Service is removed.

In this release, the <use_wait_set> tag can still be set; however, if set to false, it will be ignored. Support
for this tag will be fully removed in a future release.

Previously, the default listener-based approach resulted in lower throughput, particularly under high-frequency
data conditions.

5.1. What’s New in 7.6.0 15
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5.1.4 Reduced memory consumption

In previous releases, Persistence Service created two DomainParticipants per domain—one for reading and one
for writing data. This release introduces an improvement by using a single DomainParticipant per domain for
both operations, resulting in reduced memory usage. See Configuring Participants in the RTI Connext Core
Libraries User’s Manual.

5.1.5 Improved scalability and performance in Persistence Service

This release changes the default configuration of single_subscriber and single_publisher to
FALSE. This update increases parallelism when reading and storing samples for different Topics. See Creating
Persistence Groups in the RTI Connext Core Libraries User’s Manual for more information.

5.1.6 Persistence Service now always uses WaitSets, for improved performance

The<use_wait_set> tag under<persistence_group> has been deprecated. Persistence Service now
always usesWaitSets to read samples received by its DataReaders (PRSTDataReaders). As a result, support for
listeners in Persistence Service is removed.

In this release, the <use_wait_set> tag can still be set; however, if set to false, it will be ignored. Support
for this tag will be fully removed in a future release.

Previously, the default listener-based approach resulted in lower throughput, particularly under high-frequency
data conditions.

5.1.7 Improved synchronization protocol performance in Persistence Service

The synchronization protocol in Persistence Service now uses a new built-in content filter, resulting in reduced
bandwidth usage when sharing filter expressions and faster evaluation of which Persistence Service instances
should receive samples.

For more information, see Synchronizing of Persistence Service Instances in the RTI Core User’s Manual.

5.1.8 Deprecations and Removals

This section describes items that are deprecated or removed in 7.6.0, compared to 7.5.0.

Deprecatedmeans that the item is still supported in this release, but will be removed in a future release. Removed
means that the item is discontinued or no longer supported.

Any deprecations or removals noted in RTI’s documentation serve as notice under the Real-Time Innovations,
Inc., Maintenance Policy #4220 and/or any other agreements by and between RTI and customer regarding
maintenance and support of RTI’s software. RTI’s current standard terms and support and maintenance policies
are available at https://www.rti.com/terms.
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<remote_provider_change_period> tag removed from synchronization configuration

Persistence Service 7.6.0 introduced optimizations to the new synchronization protocol, enhanc-
ing bandwidth efficiency even more. These improvements required changes to the protocol’s
configuration. Specifically, the <remote_provider_change_period> tag has been re-
moved and replaced by two new parameters: <stable_provider_period_count> and
<max_remote_provider_change_period_count>. If<remote_provider_change_period>
is still present in the configuration, the Persistence Service will fail to start and report an error.

For more information about the new synchronization protocol, see Synchronizing of Persistence Service In-
stances in the RTI Connext Core Libraries User’s Manual.

<use_wait_set> tag deprecated, listeners removed

The<use_wait_set> tag under<persistence_group> has been deprecated. Persistence Service now
always uses WaitSets to read samples received by its DataReaders (PRSTDataReaders). As a result, support
for listeners in Persistence Service is removed.

The <use_wait_set> tag can still be set; however, if set to false, it will be ignored. Support for this tag
will be fully removed in a future release.

For more information, see Creating Persistence Groups in the RTI Connext Core Libraries User’s Manual.

5.2 What’s Fixed in 7.6.0

This section describes bugs fixed in Persistence Service 7.6.0. These are fixes since 7.5.0.

RTI® Connext® 7.6.0 is an early access release. See the Connext Versions and Lifecycle page for more infor-
mation on RTI’s software release model.

For what’s new and fixed in other products in the Connext suite, see those products’ release notes on the RTI
Community Portal or in your installation.

5.2.1 Usability

[Critical] Persistence Service failed when working with more than 255 topics when using
wait-sets

Persistence Service could fail to connect to any more topics when already connected to more than 255 topics,
or even fewer if some or all of the topics used content-filtered expressions.

[RTI Issue ID PERSISTENCE-399]
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5.2.2 Transports

[Major] Real-Time WAN Transport not supported

In previous releases, Persistence Service did not support Real-Time WAN Transport when the configuration
required specifying <comm_ports>.

This release adds support for Real-Time WAN Transport by allowing <comm_ports> to be configured in
Persistence Service. However, there is a limitation: the <comm_ports>/<mapping> element is still not
supported. Only the <comm_ports>/<default> element can be used to define the communication ports
in Persistence Service.

For example:

<persistence_service name="MyService">
<participant name="MyParticipant">

<domain_participant_qos>
<transport_builtin>

<mask>UDPv4_WAN</mask>
<udpv4_wan>

<public_address>127.0.0.1</public_address>
<comm_ports>

<default>
<host>30000</host>
<public>30001</public>

</default>
</comm_ports>

</udpv4_wan>
</transport_builtin>

</domain_participant_qos>
</participant>
<!-- The rest of configuration here -->

</persistence_service>

[RTI Issue ID PERSISTENCE-206]

5.2.3 Reliability Protocol and Wire Representation

[Major] Persistence Service incorrectly applied history depth requested via DurabilitySer-
vice QoS

Persistence Service allows application DataWriters to specify the history depth per instance to keep for
late-joiners on a Topic. This feature is enabled using the <use_durability_service> tag in the Per-
sistence Service configuration file and is requested via the DurabilityService QoS policy by setting the his-
tory_depth field.

However, Persistence Service erroneously used the history_depth value from the DurabilityService QoS
policy for reliable delivery as well. The number of samples temporarily stored to ensure reliable delivery and
the number of samples retained for late-joiners need not be the same. A common use case illustrates this
distinction: to achieve strict reliability, the History QoS policy can be set to keep_all in Persistence Service,
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while the DurabilityService QoS policy can specify a limited history_depth to control the number of
samples stored for late-joiners.

Now, history_depth in theDurabilityServiceQoS policy is only used to control the history for late-joiners.
It will only affect the History QoS policy for reliability if the History depth setting is lower than his-
tory_depth in the DurabilityService QoS policy. In that case, the History depth will be increased to
match history_depth in the DurabilityService QoS policy.

[RTI Issue ID PERSISTENCE-418]

5.2.4 Memory Leaks/Growth

[Critical] Rare non-recoverable failurewhen acknowledging samples and committing trans-
actions with non-zero <writer_ack_period> and <writer_checkpoint_period>

Setting <writer_ack_period> in a Persistence Group to a non-zero value could result in samples not be-
ing acknowledged. Similarly, setting <writer_checkpoint_period> could prevent transactions from
being committed.

The first issue may have caused various correctness problems, such as unbounded growth of the sample queue
associated with a Persistence Group DataWriter when <purge_samples_after_acknowledgment>
was set to TRUE. Since the samples were not acknowledged, they could not be purged.

The second issue may have caused a catastrophic failure when storing samples to disk.

This issue only affected configurations where Persistence Service ran in PERSISTENT mode. However, it
was rare because typical values for these periods are in the seconds range. The issue was more likely to occur
when these periods were configured in the millisecond range.

[RTI Issue ID PERSISTENCE-397]

5.2.5 Other

[Critical] Excessive bandwidth usage in synchronization protocol

Releases 7.5.0 and 7.3.0.10 introduced a new, more efficient synchronization protocol. However, a defect in
this protocol could have led to excessive bandwidth consumption.

For certain Topics, a Persistence Service may have repeatedly switched its selected provider, resulting in unnec-
essary metadata traffic that could grow significantly over time.

[RTI Issue ID PERSISTENCE-446]
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[Critical] Synchronization protocol failed when multiple persistence groups matched same
Topic

In previous releases, the synchronization protocol—enabled by setting <synchronization>/
<data_synchronization>/<enable> to TRUE—did not function as expected when a Persistence
Service instance belonged to multiple persistence groups matching the same Topic.

As a result, data may not have been properly synchronized or received by the application’s DataReaders.

For example:

<persistence_service name="PS">
<synchronization>

<data_synchronization>
<enable>true</enable>

</data_synchronization>
</synchronization>
<participant name="PRSTParticipant">

<persistence_group name="PRSTGroup_0">
<filter>Foo</filter>

</persistence_group>
<persistence_group name="PRSTGroup_1">

<filter>Foo</filter>
</persistence_group>

</participant>
</persistence_service>

[RTI Issue ID PERSISTENCE-438]

[Critical] Unexpected error messages when enabling synchronization

In release 7.3.0.10, the following error messages may have occurred when enabling synchronization in Persis-
tence Service:

ERROR [ON PROVIDER SELECTION] PERSISTENCESyncState_
→˓getServiceTopicForRemoteProvider:FAILURE | Unexpected provider GUID in 6_
→˓syncRemoteProviderReaderTable record; expected provider␣
→˓GUID=8264B0D756D740F44F9043E874AB0060, found provider␣
→˓GUID=BC30414365841DF33EA2E3F2F65FCB4D
ERROR [ON PROVIDER SELECTION] PERSISTENCESyncState_
→˓getFilterChangeInfoForProvider:FAILED TO FIND | service topic for provider-
→˓source record
ERROR [ON PROVIDER SELECTION] PERSISTENCESyncState_
→˓updateServiceTopicFilters:FAILED TO GET | filter change info for provider
ERROR [ON PROVIDER SELECTION] PERSISTENCESyncState_
→˓getServiceTopicForRemoteProvider:FAILURE | Unexpected provider GUID in 6_
→˓syncRemoteProviderReaderTable record; expected provider␣
→˓GUID=8264B0D756D740F44F9043E874AB0060, found provider␣
→˓GUID=BC30414365841DF33EA2E3F2F65FCB4D
ERROR [ON PROVIDER SELECTION] PERSISTENCESyncState_
→˓getFilterChangeInfoForProvider:FAILED TO FIND | service topic for provider-
→˓source record
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ERROR [ON PROVIDER SELECTION] PERSISTENCESyncState_
→˓updateServiceTopicFilters:FAILED TO GET | filter change info for provider

These messages were harmless unless you had more than one persistence group in Persistence Service matching
the same Topic.

[RTI Issue ID PERSISTENCE-437]

[Minor] Error could occur when running Valgrind with data synchronization enabled

When Persistence Service ran under Valgrind with <data_synchronization> enabled, the following
Valgrind error could occur:

Source and destination overlap in memcpy

This error only occurred when the source and destination addresses reported by Valgrind were identical. There-
fore, this was a benign issue and no data corruption would occur.

[RTI Issue ID PERSISTENCE-424]

5.3 What’s New in 7.5.0

This section describes what’s new in Connext 7.5.0 compared to release 7.3.0.

RTI® Connext® 7.5.0 is an early access release. See the Connext Versions and Lifecycle page for more infor-
mation on RTI’s software release model.

For what’s new and fixed in other products in the Connext suite, see those products’ release notes on the RTI
Community Portal or in your installation.

5.3.1 Reduced bandwidth usage for Persistence Service synchronization

This release introduces an improved sample synchronization protocol for redundant Persistence Service in-
stances, ensuring eventual consistency of DDS instances with minimal network usage.

To enable and configure the new protocol, use the <data_synchronization> tag under
<persistence_service><synchronization>. For configuration details and guidance, see Syn-
chronizing of Persistence Service Instances in the Connext Core Libraries User’s Manual.

The old synchronization protocol is deprecated. However, if needed you can still use it by setting the tag
<synchronize_data> under <persistence_service><synchronization>.
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5.3.2 Option to initialize DomainParticipantFactory when Persistence Service in-
stance is created

This release introduces a new parameter, RTI_PersistenceServiceProperty::initial-
ize_dp_factory, which allows enabling or disabling the initialization of the DomainParticipantFactory
when creating a Persistence Service instance using the API RTI_PersistenceService_new.

• When set to DDS_BOOLEAN_TRUE (the default), the Persistence Service will initialize the DomainPar-
ticipantFactory from XML if a profile has is_default_participant_factory_profile set
to TRUE. This is particularly useful for enabling the use of features such as Monitoring Library 2.0 in
Persistence Service without requiring additional programmatic setup.

• If your application has already initialized the DomainParticipantFactory before creating the Persistence
Service instance, you may want to set this parameter to FALSE to prevent overwriting any QoS settings
previously configured.

See the RTI_PersistenceServiceProperty Struct Reference.

5.3.3 Deprecations and Removals

This section describes items that are deprecated or removed in 7.5.0, compared to 7.4.0.

Deprecatedmeans that the item is still supported in this release, but will be removed in a future release. Removed
means that the item is discontinued or no longer supported.

Any deprecations or removals noted in RTI’s documentation serve as notice under the Real-Time Innovations,
Inc., Maintenance Policy #4220 and/or any other agreements by and between RTI and customer regarding
maintenance and support of RTI’s software. RTI’s current standard terms and support and maintenance policies
are available at https://www.rti.com/terms.

PersistenceService synchronization protocol using <synchronize_data> tag has been dep-
recated

As a result of the fix for Reduced bandwidth usage for Persistence Service synchronization, the sample
synchronization protocol enabled by the <synchronize_data> tag has been deprecated and should
not be used. The tag is still available for use by setting the tag <synchronize_data> under
<persistence_service><synchronization>; however, using this protocol leads to high band-
width usage. This is because each Persistence Service instance transmits received data samples to all other
Persistence Service instances, regardless of whether those instances have already received the samples.
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5.4 What’s Fixed in 7.5.0

This section describes bugs fixed in Connext 7.5.0. These are fixes since 7.4.0.

RTI® Connext® 7.5.0 is an early access release. See the Connext Versions and Lifecycle page for more infor-
mation on RTI’s software release model.

For what’s new and fixed in other products in the Connext suite, see those products’ release notes on the RTI
Community Portal or in your installation.

[Critical]: System-stopping issue, such as a crash or data loss. [Major]: Significant issue with no easy
workaround. [Minor]: Issue that usually has a workaround. [Trivial]: Small issue, such as a typo in a log.

5.4.1 Data Corruption

[Critical] Persistence Service had a race condition when used as a library

When Persistence Service was used as a library and more than one instance of Persistence Service was created
in the same process, it could have suffered a race condition upon initialization. This race condition prevented a
global mutex object from being correctly initialized, which could have affected the rest of the execution of all
services.

[RTI Issue ID PERSISTENCE-378]

[Critical] Unexpected sample losses and error messages when enabling sample logging

Enabling sample logging in a persistence group by setting <persistence_group>/<sample_logging>/<enable>
to true may have caused unexpected sample losses and errors like the following:

ERROR [0x01018498,0xF3977805,0x85BB4E38:0x80000002{Entity=DW,Topic=Example␣
→˓Topic,Type=ServiceType,Domain=0}|UNREGISTER] WriterHistoryOdbcPlugin_
→˓addSample:FAILED TO FIND | Instance with keyhash␣
→˓(16)c9a904273592c13adccc940303ea2c30
ERROR PERSISTENCEServiceTopic_writeSample:!unregister
ERROR PERSISTENCEServiceTopic_runWrite:!write sample
ERROR [0x01018498,0xF3977805,0x85BB4E38:0x80000002{Entity=DW,Topic=Example␣
→˓Topic,Type=ServiceType,Domain=0}|UNREGISTER] WriterHistoryOdbcPlugin_
→˓addSample:FAILED TO FIND | Instance with keyhash␣
→˓(16)c9a904273592c13adccc940303ea2c30
ERROR PERSISTENCEServiceTopic_writeSample:!unregister
ERROR PERSISTENCEServiceTopic_runWrite:!write sample

This problem only applied to keyed topics.

[RTI Issue ID PERSISTENCE-391]
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5.4.2 Hangs

[Critical] Persistence Service may have frozen when using a WaitSet and service failed to
start

Persistence Service froze if using a WaitSet and the service failed to start (for example, due to an invalid con-
figuration).

[RTI Issue ID PERSISTENCE-390]

[Critical] Potential deadlock when processing a remote stop command

A potential deadlock occurred when attempting to stop a Persistence Service instance by sending a remote stop
command.

[RTI Issue ID PERSISTENCE-373]

5.4.3 Memory Leaks/Growth

[Major] Persistence Service could leak memory if it failed to initialize

When Persistence Service experienced an error upon initialization, it could fail to free some memory, resulting
in a leak.

[RTI Issue ID PERSISTENCE-376]

5.4.4 Other

[Major] Monitoring 2.0 not enabled for Persistence Service as a Library via XML Profile

Enabling Monitoring 2.0 through an XML profile did not work when using Persistence Service as a library.
Despite the correct loading of the USER_QOS_PROFILES.xml file, Monitoring 2.0 was not activated for
the Persistence Service participants. This issue was specific to using Persistence Service as a library and did not
affect other services such as using Routing Service as a library.

[RTI Issue ID PERSISTENCE-382]

5.5 What’s Fixed in 7.4.0

This section describes bugs fixed in Connext 7.4.0. These are fixes since 7.3.0.

Connext 7.4.0 is an early access release. See the Connext Versions and Lifecycle page for more information on
RTI’s software release model.

[Critical]: System-stopping issue, such as a crash or data loss. [Major]: Significant issue with no easy
workaround. [Minor]: Issue that usually has a workaround. [Trivial]: Small issue, such as a typo in a log.
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5.5.1 Hangs

[Critical] Setting single_subscriber to false and use_wait_set to true led to a crash or hang
during shutdown

This issue was fixed in 6.1.1, but not documented at that time.

Setting a persistence group’s single_subscriber to false and use_wait_set to true led to a
crash on Windows systems and a hang on non-Windows systems after initiating the shutdown of Persistence
Service (either by entering Ctrl-C or by calling the RTI_PersistenceService_stop function). This
problem only affected releases 6.0.0 through 6.0.1.37, and release 6.1.0.

[RTI Issue ID PERSISTENCE-350]

5.5.2 Vulnerabilities

[Critical] Stack buffer write overflow while parsing malicious environment variable on
non-Windows systems

An out-of-bounds write on the stack could occur while parsing a malicious environment variable on
non-Windows systems.

User Impact without Security

A vulnerability in the Persistence Service application could have resulted in the following:

• Stack buffer overflow while parsing a malicious environment variable on non-Windows systems.

• Exploitable by overwriting the .environment file in the user’s home directory with a malicious .environ-
ment file.

• Potential impact on integrity of Persistence Service application.

• CVSS Base Score: 6.1 MEDIUM

• CVSS v3.1 Vector: AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:H/A:L

User Impact with Security

Same impact as “User Impact without Security” above.

[RTI Issue ID PERSISTENCE-362]
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5.5.3 Other

[Major] Configuring persistence group’s DataReader QoS to use indirect communication
caused samples to not be received from user DataWriters

Setting a persistence group’s DataReader QoS durability.direct_communication to false did
not work. For example:

<persistence_group name="HelloWorldGroup">
<datareader_qos>

<durability>
<direct_communication>false</direct_communication>

</durability>
</datareader_qos>

</persistence_group>

Using the above configuration would have caused the DataReader associated with the persistence group to not
receive samples from user DataWriters. This problem has been fixed by forcing the direct_communica-
tion of a persistence group DataReader to always be true, regardless of the QoS setting.

[RTI Issue ID PERSISTENCE-245]
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Chapter 6 Known Issues

Note: For an updated list of critical known issues, see the Critical Issues List on the RTI Customer Portal at
https://support.rti.com.

6.1 Coherent Changes not Propagated as Coherent Set

Persistence Service will propagate the samples inside a coherent change. However, it will propagate these sam-
ples individually, not as a coherent set.

6.2 TopicQueries not Supported in PERSISTENT Mode

Getting TopicQuery data from a Persistence Service instance configured to store data on disk is not currently
supported.

Note: Getting TopicQuery data from a Persistence Service instance running in TRANSIENT (storing data in
memory) mode is supported.

[RTI Issue ID PERSISTENCE-143]

6.3 <comm_ports/mapping> not supported when using Real-Time
WAN Transport

Persistence Service can use the RTI Real-Time WAN Transport. However, configuring communication
ports using <comm_ports/<mapping> or the property dds.transport.UDPv4_WAN.builtin.
comm_ports is not currently supported. You can still use <comm_ports/<default> to define the
communication ports.

[RTI Issue ID PERSISTENCE-427]
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6.4 Persistence Service DataReaders Ignore Serialized Key Propa-
gated with Dispose Updates

Persistence Service DataReaders ignore the serialized key propagated with dispose updates. Persistence Ser-
vice DataWriters cannot propagate the serialized key with dispose, and therefore ignore the serial-
ize_key_with_dispose setting on the DataWriter QoS.

[RTI Issue ID PERSISTENCE-221]

6.5 Some tags in the XML configuration must be grouped in a strict
order

The XML validator tools Persistence Service uses to validate XML configuration files adhere to the XML 1.0
specification, which doesn’t offer a way of defining collections of unordered tags that are both bounded and
unbounded in occurrences.

This limitation is no longer present in XML 1.1. However, there are no C or C++ validators compliant with
the XML 1.1 specification at the time of writing.

[RTI Issue ID CORE-14178]

6.4. Persistence Service DataReaders Ignore Serialized Key Propagated with Dispose
Updates
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Chapter 7 Available Documentation

The following documentation is provided with the Persistence Service distribution. (The paths show where the
files are located after Persistence Service has been installed in <NDDSHOME>):

• General information, configuration, use cases, and execution of Persistence
Service can be found in the RTI Connext Core Libraries User’s Manual
(<NDDSHOME>/doc/manuals/connext_dds_professional/users_manual/RTI_ConnextDDS_CoreLibraries_UsersManual.pdf).

• By default, Persistence Service example code is copied here:

– macOS systems: /Users/<your user name>/rti_workspace/version/examples/persistence_ser-
vice/<language>/hello_world_persistence

– Linux systems: /home/<your user name>/rti_workspace/version/examples/persistence_ser-
vice/<language>/hello_world_persistence

– Windows systems: <your home directory>rti_workspaceversionexamplespersistence_ser-
vice<language>/hello_world_persistence

• Overview of persistence and durability features: Open<NDDSHOME>/README.html, choose your
desired API (C, C++, or Java), then select Modules, RTI Connext API Reference, Durability and
Persistence.
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Chapter 8 Copyrights and Notices

© 2012-2026 Real-Time Innovations, Inc. All rights reserved. June 2026

Trademarks

RTI, Real-Time Innovations, Connext, Connext Drive, NDDS, the RTI logo, 1RTI and the phrase, “Your
Systems. Working as one.” are registered trademarks, trademarks or service marks of Real-Time Innovations,
Inc. All other trademarks belong to their respective owners.

Copy and Use Restrictions

No part of this publicationmay be reproduced, stored in a retrieval system, or transmitted in any form (including
electronic, mechanical, photocopy, and facsimile) without the prior written permission of Real-Time Innova-
tions, Inc. The software described in this document is furnished solely under and subject to RTI’s standard
terms and conditions available at https://www.rti.com/terms and in accordance with your License Acknowl-
edgement Certificate (LAC) and Maintenance and Support Certificate (MSC), except to the extent otherwise
agreed to in writing by RTI.

Third-Party Software

RTI software may contain independent, third-party software or code that are subject to third-party license
terms and conditions, including open source license terms and conditions. Copies of applicable third-party
licenses and notices are located at community.rti.com/documentation. IT IS YOUR RESPONSIBILITY TO
ENSURE THAT YOUR USE OF THIRD-PARTY SOFTWARE COMPLIES WITH THE CORRESPOND-
ING THIRD-PARTY LICENSE TERMS AND CONDITIONS.

Notices

Deprecations and Removals

Deprecatedmeans that the item is still supported in this release, but will be removed in a future release. Removed
means that the item is discontinued or no longer supported.

Any deprecations or removals noted in RTI’s documentation serve as notice under the Real-Time Innovations,
Inc., Maintenance Policy #4220 and/or any other agreements by and between RTI and customer regarding

30

https://www.rti.com/terms


RTI Persistence Service Release Notes, Version 7.7.0

maintenance and support of RTI’s software. RTI’s current standard terms and support and maintenance policies
are available at https://www.rti.com/terms.

Technical Support Real-Time Innovations, Inc. 232 E. Java Drive Sunnyvale, CA 94089 Phone: (408)
990-7444 Email: support@rti.com Website: https://support.rti.com/
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