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Chapter 1 Supported Platforms

See RTI Connext Core Libraries Platform Notes for supported platforms.

To use Monitor, you will also need:

e RTI Connext with the same version number (already included in the bundle).
e Eclipse Temurin OpenJDK 21.0.7 (already included in the bundle).

e For Windows systems: the appropriate Microsoft® Visual Studio® Redistributable lib-
raries (already included in the Windows bundle).


../../../platform_notes/RTI_ConnextDDS_CoreLibraries_PlatformNotes.pdf

Chapter 2 Compatibility

For backward-compatibility information between this and previous releases, see the Migration
Guide on the RTI Community Portal (https://community.rti.com/documentation/).

Monitor can be used to monitor applications built with Connext that also use Monitoring
Library (part of Connext). Use the same version number for Monitor and Connext.

Monitor is built on top of Connext. Therefore, you should refer to the Compatibility section of
the RTI Connext Core Libraries Release Notes for other compatibility information.

Monitor has been tested with Eclipse Temurin JRE 21.0.7, which is included in the installation
package. No other versions of Java are supported.


https://community.rti.com/documentation/
../../../users_manual/RTI_ConnextDDS_CoreLibraries_UsersManual.pdf
../../../users_manual/RTI_ConnextDDS_CoreLibraries_UsersManual.pdf
../../../release_notes/RTI_ConnextDDS_CoreLibraries_ReleaseNotes.pdf
../../../release_notes/RTI_ConnextDDS_CoreLibraries_ReleaseNotes.pdf

Chapter 2 What's New in 7.7.0

Chapter 2 What's New in 7.7.0

The Monitor Ul and Monitoring Library 1.0 were deprecated in release Connext 7.1.0. See
Deprecations and Removals in 7.1.0 for more information.

2.1 Third-party Software Changes

The following third-party software used by Monitor has been upgraded:

Third-Party Tool Old Version Current Version

Apache Log4j 2 2171 2.25.3

For information on third-party software used by Connext products, see the “3rdPartySoftware” doc-
uments in your installation: <NDDSHOME>/doc/manuals/connext dds professional/release notes 3rd-

party.


https://community.rti.com/static/documentation/connext-dds/7.1.0/doc/manuals/connext_dds_professional/whats_new/whats_new/WhatsNew710.htm#1.7_Deprecations_and_Removals

Chapter 2 What's Fixed in 7.7.0

Chapter 2 What's Fixed in 7.7.0

The Monitor Ul and Monitoring Library 1.0 were deprecated in release Connext 7.1.0. See
Deprecations and Removals in 7.1.0 for more information.

This section describes bugs fixed in Monitor 7.7.0. These are fixes since 7.3.0.
[Critical]: System-stopping issue, such as a crash or data loss.

[Major]: Significant issue with no easy workaround.

[Minor|: Issue that usually has a workaround.

: Small issue, such as a typo in a log.

2.1 [Major] Monitor could hang on GUID lookup failure

An unexpected GUID lookup failure in Monitor could cause it to become unresponsive. Now, such fail-
ures generate a log message instead, preventing hangs.

[RTI Issue ID MONITOR-738]

2.2 Warnings logged when deleting remote DDS entities

Monitor logged multiple warnings when deleting remote DDS entities. These warnings were harmless
and usually unnecessary.

[RTI Issue ID MONITOR-741]
2.3 Vulnerabilities

The following vulnerabilities are fixed in this release.

See also RTI Connext Security Bulletins and Advisories for a complete list of vulnerabilities in RTI
releases that have been published through the CVE® Program. That list may be more up-to-date.

2.3.1 [Critical] Potential man-in-the-middle attack in Monitor Ul when using
Socket Appender in Apache Log4j™

Monitor UI’s logging system could be configured to employ the Socket Appender in Apache Log4j,
which is affected by the vulnerability CVE-2025-68161.



https://community.rti.com/static/documentation/connext-dds/7.1.0/doc/manuals/connext_dds_professional/whats_new/whats_new/WhatsNew710.htm#1.7_Deprecations_and_Removals
https://www.rti.com/vulnerabilities/
https://www.cve.org/About/Overview/
https://www.cve.org/CVERecord?id=CVE-2025-68161

2.3.1 [Critical] Potential man-in-the-middle attack in Monitor UI when using Socket Appender in

This vulnerability has been fixed by upgrading Apache Log4;j to version 2.25.3. See the third-party soft-
ware upgrades in Chapter 2 What's New in 7.7.0 on page 3.

User Impact without Security

The associated CVE could be exploited by manipulating files in the Connext installation.
CVSS v3.1 Score: 4.0 MEDIUM

CVSS v3.1 Vector: CVSS:3.1/AV:L/AC:H/PR:N/UL:N/S:U/C:L/I:L/A:N

CVSS v4.0 Score: 2.1 LOW

CVSS v4.0 Vector:
CVSS:4.0/AV:L/AC:H/AT:N/PR:N/UL:N/VC:L/VI:N/VA:N/SC:N/SI:L/SA:N

User Impact with Security

Same impact as described in “User Impact without Security” above.

[RTT Issue ID MONITOR-745]


https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:L/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:N
https://www.first.org/cvss/calculator/4.0#CVSS:4.0/AV:L/AC:H/AT:N/PR:N/UI:N/VC:L/VI:N/VA:N/SC:N/SI:L/SA:N

Chapter 3 Previous Releases

The Monitor Ul and Monitoring Library 1.0 were deprecated in release Connext 7.1.0.
See Deprecations and Removals in 7.1.0 for more information.

3.1 What's New in 7.6.0
3.1.1 Third-party software changes

The following third-party software used by Monitor has been upgraded:

Third-Party Tool Old Version Current Version

Eclipse Temurin JRE 17.0.12 21.0.7

b

For information on third-party software used by Connext products, see the “3rdPartySoftware’
documents in your installation: <NDDSHOME>/doc/manuals/connext _dds pro-
fessional/release notes 3rdparty.

3.2 What's New in 7.0.0t0 7.5.0

No new RTI Monitor features were implemented in Connext 7.0.0 to 7.5.0.

The Monitor Ul and Monitoring Library were deprecated in release Connext 7.1.0. See
the 3.2.1 Deprecation Notice below for more information.

3.2.1 Deprecation Notice

The Monitor Ul (as well as Monitoring Library 1.0, see the RTI Connext What's New) is deprec-
ated in Connext 7.1. RTI is introducing a new Connext Observability Framework; in the future,
this new framework will replace the current Monitor UI.

If you want to start monitoring your deployed systems, you should use the new library; if you're
already using the Monitor Ul and plan to move to future Connext releases, you should plan your


https://community.rti.com/static/documentation/connext-dds/7.1.0/doc/manuals/connext_dds_professional/whats_new/whats_new/WhatsNew710.htm#1.7_Deprecations_and_Removals

3.3 What's Fixed in 7.3.0

migration now. RTI will continue to support the current Monitor Ul for customers using 6.1.x. This
deprecation notice applies to customers using 7.1 and later.

This deprecation serves as notice under the Real-Time Innovations, Inc. Maintenance Policy #4220.

3.3 What's Fixed in 7.3.0

3.3.1 RTI Monitor unable to start due to missing nddsjava.jar in rti_connext_
dds-7.2.0/lib/java in LM bundles *

The nddsjava.jar file was missing in rti_connext_dds-7.2.0/lib/java, making R71 Monitor unable to
start. (Previously, the problem could be solved manually by copying nddsjava.jar from rti_connext
dds-7.2.0/lib/java to rti_connext_dds-7.2.0/resource/app/lib/java.)

This issue only affected LM bundles.
[RTI Issue ID INSTALL-977]

* This bug does not affect you if you are upgrading from 6.1.x or earlier.

3.4 What's Fixed in 7.1.0
3.4.1 Improved sorting of time column in table for Distributed Logger

The time column in the Distributed Logger table used string-based sorting, which lead to suboptimal
results (for instance, when the meridian or AM/PM changed). This column is now sorted by the time
itself. This can also lead to suboptimal results if, for example, two log messages share the same
timestamp. However, we believe that this result is less confusing than the previous implementation.

[RTI Issue ID MONITOR-212]

3.5 What's Fixed in 7.0.0

3.5.1 Monitoring types may have caused deserialization issues when data
representation was XCDR2

Monitoring Library may have caused intercommunication issues when using XCDR2. The internal IDL
types used by monitoring were generated without using the interpreter. The non-interpreted generated
code caused the serialized code to be incorrect, and then the deserialization in other products/vendors,
including RTI's Monitor tool, could be wrong.

Now the serialized code is correct and will interoperate with other products (including Monitor) and
vendors.

[RTT Issue ID MONITOR-641]



3.5.2 Unable to Start Some Tools on Windows Systems in Certain Cases

3.5.2 Unable to Start Some Tools on Windows Systems in Certain Cases

On Windows systems, Monitor (as well as Admin Console and Launcher) failed to start when the

installation path contained white spaces and the user did not have admin privileges. This issue has been
fixed.

[RTT Issue ID MONITOR-392]



Chapter 4 Known Issues

Note: For an updated list of critical known issues, see the Critical Issues List on the RTI Cus-
tomer Portal at https://support.rti.com.

e Monitor will show monitoring information for an application properly only if all the mon-
itoring Description topics are published and not filtered (this is the default setting).

The Description topics are needed to properly place objects in the tree views. The per-
matched and per-locator topics are needed for the System Overview panel's Matches
option to work properly.

e The aggregation capability will not work correctly with applications that publish mon-
itoring data at a rate that is different than the aggregation rate used in Monitor.

e Monitor does not support DomainParticipants that use WireProtocolQosPolicyAutoKind
RTPS AUTO ID FROM MAC.

¢ The internal DomainParticipant (1) and DataWriters (13) created by Monitor are incor-
rectly included in the counts for remote participants or remote writers in the Status panel,
even though the monitoring library has been configured to exclude internally created entit-
ies in the count.

e When running the rtimonitor script in a terminal on a macOS system, you may see the
following warning:

WARNING: GL pipe is running in software mode (Renderer ID=0x1020400)

This does not affect Monitor's functionality and will be addressed in a future release. [RTI
ISSUE ID MONITOR-242]


https://support.rti.com/
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