
RTI TLS Support Release Notes

Version 7.7.0



Contents

1 Supported Platforms 1

2 Compatibility 2

3 What’s New in 7.7.0 3
3.1 Third-Party Software Changes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

4 Previous Releases 4
4.1 What’s New in 7.6.0 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

4.1.1 Third-Party Software Changes . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
4.2 What’s New in 7.5.0 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
4.3 What’s New in 7.4.0 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

5 Known Issues 6
5.1 Possible Valgrind still-reachable leaks when loading dynamic libraries . . . . . . . . . . . . . 6

6 Available Documentation 7

7 Copyrights and Notices 8

i



Chapter 1 Supported Platforms

See the Core Libraries Platform Notes for supported platforms.

Note: TLS Support, which is included with some RTI purchases, must be downloaded and installed separately.
See the RTI Connext Installation Guide.
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Chapter 2 Compatibility

TLS Support is designed for use with the TCP transport that is included with RTI Connext. If you choose to use
TLS Support, it must be installed on top of an existing Connext installation with the same version number. It
can only be used on architectures that support the TCP transport (see the Core Libraries Platform Notes).

TLS Support 7.7.0 is API-compatible with OpenSSL versions 3.0.0 through 3.5.5, not with versions earlier than
OpenSSL 3.0.0. Note that TLS Support 7.7.0 has only been tested by RTI using OpenSSL 3.5.5. If you need
TLS Support 7.7.0 to run against older versions of OpenSSL, please contact support@rti.com.

TLS Support 7.7.0 uses TLS 1.3. When communicating with TLS Support 6.0.0 or below, TLS Support 7.7.0
uses TLS 1.1.

If you are upgrading from OpenSSL® 1.0.1 to OpenSSL 1.0.2 or above: The number of bits of any
Diffie-Hellman (DH) parameters must now be at least 1024 (see https://www.openssl.org/blog/blog/2015/05/
20/logjam-freak-upcoming-changes/). Therefore, if you are using the property tls.cipher.dh_param_files
and there is a DH parameter file that has fewer than 1024 bits, you must regenerate the file with at least 1024
bits.

For backward-compatibility information between this and previous releases, see the Migration Guide on the
RTI Community Portal (https://community.rti.com/documentation).
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Chapter 3 What’s New in 7.7.0

This section describes what’s new in TLS Transport 7.7.0 compared to 7.6.0.

Connext 7.7.0 is the first production release in the 7.7 long-term support (LTS) series. It is built upon and
combines all of the features in releases 7.4.0, 7.5.0, and 7.6.0 (see Previous Releases). See the Connext Versions
and Lifecycle page for more information on RTI’s software release model.

For what’s new and fixed in other products in the Connext suite, see those products’ release notes on the RTI
Community Portal or in your installation.

3.1 Third-Party Software Changes

The following third-party software used by TLS Support has been upgraded:

Table 3.1: Third-Party Software Upgrades
Third-Party Software Old Version New Version
OpenSSL 3.5.1 3.5.5

For information on third-party software used by Connext products, see the “3rdPartySoftware” documents in
your installation: <NDDSHOME>/doc/manuals/connext_dds_professional/release_notes_3rdparty.

3

https://community.rti.com/connext-releases/
https://community.rti.com/connext-releases/
https://community.rti.com/documentation/
https://community.rti.com/documentation/


Chapter 4 Previous Releases

4.1 What’s New in 7.6.0

This section describes what’s new in TLS Support 7.6.0 compared to release 7.3.0.

RTI® Connext® 7.6.0 is an early access release. See the Connext Versions and Lifecycle page for more infor-
mation on RTI’s software release model.

For what’s new and fixed in other products in the Connext suite, see those products’ release notes on the RTI
Community Portal or in your installation.

4.1.1 Third-Party Software Changes

The following third-party software used by TLS Support has been upgraded:

Table 4.1: Third-Party Software Upgrades
Third-Party Software Old Version New Version
OpenSSL 3.0.12 3.5.1

In addition to the upgrade, the OpenSSL target packages for QNX and Android now include assembly
implementations for cryptographic operations (the packages were built using the asm_arch and per-
lasm_scheme options described in this OpenSSLREADMEfile). This change affects only thelibcrypto
and libssl libraries; the openssl executable is still configured with no-asm.

For information on third-party software used by Connext products, see the “3rdPartySoftware” documents in
your installation: <NDDSHOME>/doc/manuals/connext_dds_professional/release_notes_3rdparty.

For more information on the OpenSSL upgrade, see RTI TLS Support in the Migration Guide.
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4.2 What’s New in 7.5.0

There are no changes to TLS Support in release 7.5.0.

For what’s new and fixed in other products in the Connext suite, see those products’ release notes on the RTI
Community Portal or in your installation.

4.3 What’s New in 7.4.0

There are no changes to TLS Support in release 7.4.0.

For what’s new and fixed in other products in the Connext suite, see those products’ release notes on the RTI
Community Portal or in your installation.

4.2. What’s New in 7.5.0 5
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Chapter 5 Known Issues

Note: For an updated list of critical known issues, see the Critical Issues List on the RTI Customer Portal.

5.1 Possible Valgrind still-reachable leaks when loading dynamic li-
braries

If you load any dynamic libraries, you may see “still reachable” memory leaks in “dlopen” and “dlclose”. These
leaks are a result of a bug in Valgrind (https://bugs.launchpad.net/ubuntu/+source/valgrind/+bug/1160352).

This issue affects the Core Libraries, Securıty Plugıns (RTI Security Plugins), and TLS Support.

[RTI Issue IDs CORE-9941, SEC-1026, and COREPLG-510]
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Chapter 6 Available Documentation

The following documentation assists with TLS Support:

• RTI Connext Installation Guide: <NDDSHOME>/doc/manuals/connext_dds_professional/instal-
lation_guide/ RTI_ConnextDDS_InstallationGuide.pdf

• Choosing the Right Technology to Protect Your Data in the RTI Security Plugins User’s Manual

• TCP/TLS Transport Properties in the Connext Core Libraries User’s Manual:
<NDDSHOME>/doc/manuals/connext_dds_professional/users_manual/ RTI_Con-
nextDDS_CoreLibraries_UsersManual.pdf

• Example code: <path to examples>/connext_dds/<c>/hello_world_tcp

<NDDSHOME> refers to the installation directory for Connext.

<path to examples> is /home/<your user name>/rti_workspace/version/examples for Linux® and<your
Windows documents folder>\rti_workspace\version\examples for Windows®.

See “Paths Mentioned in Documentation” in the RTI Connext Installation Guide.
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Chapter 7 Copyrights and Notices

© 2010-2026 Real-Time Innovations, Inc. All rights reserved. June 2026

Trademarks

RTI, Real-Time Innovations, Connext, Connext Drive, NDDS, the RTI logo, 1RTI and the phrase, “Your
Systems. Working as one.” are registered trademarks, trademarks or service marks of Real-Time Innovations,
Inc. All other trademarks belong to their respective owners.

Copy and Use Restrictions

No part of this publicationmay be reproduced, stored in a retrieval system, or transmitted in any form (including
electronic, mechanical, photocopy, and facsimile) without the prior written permission of Real-Time Innova-
tions, Inc. The software described in this document is furnished solely under and subject to RTI’s standard
terms and conditions available at https://www.rti.com/terms and in accordance with your License Acknowl-
edgement Certificate (LAC) and Maintenance and Support Certificate (MSC), except to the extent otherwise
agreed to in writing by RTI.

Third-Party Software

RTI software may contain independent, third-party software or code that are subject to third-party license
terms and conditions, including open source license terms and conditions. Copies of applicable third-party
licenses and notices are located at community.rti.com/documentation. IT IS YOUR RESPONSIBILITY TO
ENSURE THAT YOUR USE OF THIRD-PARTY SOFTWARE COMPLIES WITH THE CORRESPOND-
ING THIRD-PARTY LICENSE TERMS AND CONDITIONS.

Notices

Deprecations and Removals

Deprecatedmeans that the item is still supported in this release, but will be removed in a future release. Removed
means that the item is discontinued or no longer supported.

Any deprecations or removals noted in RTI’s documentation serve as notice under the Real-Time Innovations,
Inc., Maintenance Policy #4220 and/or any other agreements by and between RTI and customer regarding
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maintenance and support of RTI’s software. RTI’s current standard terms and support and maintenance policies
are available at https://www.rti.com/terms.

Technical Support Real-Time Innovations, Inc. 232 E. Java Drive Sunnyvale, CA 94089 Phone: (408)
990-7444 Email: support@rti.com Website: https://support.rti.com/
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